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ABSTRACT 


A  value-focused  thinking  approach  is  applied  to  information  operations.  A  preliminary  value  hierarchy  for 
information  operations  is  constructed  by  extracting  the  values  of  senior  military  leadership  from  existing 
doctrine.  To  identify  these  key  values  for  information  operations,  applicable  existing  doctrine  was 

reviewed  and  summarized.  Additionally,  hierarchical  representations  of  the  values  represented  within  each 
reviewed  doctrine  are  developed. 

A  value  hierarchy  requires  that  supporting  objectives  be  mutually  exclusive  and  collectively  exhaustive. 
Within  this  analysis,  these  requirements  are  enforced,  in  part,  by  developed  definitions  which  serve  as  tests 
to  maintain  mutual  exclusivity.  An  exhaustive  set  of  supporting  values  is  also  guaranteed  by  identifying  a 
spanning  set  of  values  that  directly  support  the  overall  objective  of  information  operations. 

This  preliminary  value  hierarchy  serves  as  the  basis  for  continuing  research.  The  implications  for  this 
research  include  the  construction  of  a  prescriptive  model  in  which  the  effectiveness  of  current  and  future 
systems  can  be  assessed  on  a  common  scale.  Further,  the  effectiveness  of  developing  technologies  can  be 
assessed  and  the  value  of  these  technologies  determined  with  respect  to  the  values  of  senior  military 
leadership.  With  this,  the  value  of  “holes”  in  our  suite  of  information  warfare  systems  can  also  be  assessed 
in  terms  of  their  effectiveness  in  fulfilling  the  values  of  military  leadership. 
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I. 


Introduction 


With  the  recent  passage  from  the  industrial  age  to  the  infomation  age,  a  great  deal  of  attention  has  been 
focused  on  exploiting  the  newly  defined  “information  realm”  with  ever-advancing  technological 
capabilities.  The  weapons  for  conducting  operations  against  information  and  information  systems 
(information  operations)  are  growing  in  number  and  capability.  Globally  interconnected 
telecommunications  and  computing  systems  alter  perceptions  of  engagement  by  providing  direct 
connectivity  between  adversaries  despite  disparate  locations.  Distances  that  are  considered  vast  by  air, 
land,  and  sea  forces  are  considered  negligible  by  information  operators  who  are  exploiting  direct 
connecUvity  half  a  world  away.  In  contrast,  distances  too  small  to  be  considered  by  air,  land,  and  sea 
forces  are  seen  as  mfinite  by  an  infonnation  operator  that  cannot  access  a  system  whose  modem  connector 
has  come  ajar.  With  this  connectivity,  access  is  obtained  to  the  information  flows  and  stores  upon  which 
our  nation  is  growing  increasingly  dependent.  When  this  information  is  employed  in  the  decision  making 
processes  that  affect  national  priorities,  objectives,  or  defense,  access  is  then  provided  to  the  decisiai 
making  processes;  knowingly  or  unknowingly. 

Master  Sun  recognized  in  500  BC  that  the  mind  of  the  enemy  is  the  primary  target  of  the  skilled  general 
[Griffith,  1971:  41].  Throughout  military  history,  this  imperative  has  been  continually  restated  and 
reaffirmed  by  masters  of  strategy;  from  the  ancient  commentaries  of  Ho  Yen-Si  to  the  writings  of  Niccolo 
Machiavelli  through  this  century  and  the  works  of  Mao  Tse-tung  and  others  focusing  on  a  foe’s  hearts  and 
minds.  This  imperative,  however,  is  even  more  meaningful  today  as  global  connectivity  links  potential 
adversaries,  ranging  from  aggressor  regimes  or  simply  disgruntled  individuals. 

“All  warfare  is  based  on  deception.  A  skilled  general  must  be  a  master  of  the  complementary 
arts  of  simulation  and  dissimulation:  while  creating  shapes  to  confuse  and  delude  the  enemy  he 
conceals  his  true  dispositions  and  ultimate  intent.  When  capable  he  feigns  incapacity:  when  near 
he  makes  it  appear  that  he  is  far  anay:  when  far  away  that  he  is  near.  Moving  as  intangibly  as  a 
ghost  in  the  starlight,  he  is  obscure,  inaudible.  His  primary  target  is  the  mind  of  the  opposing 
commander:  the  victorious  situation,  a  product  of  his  creative  imagination.  ” 

Sun  Tzu 

The  technological  capability  and  information  dqiaidoicy  of  the  United  States  qiens  the  door  to 
exploitation  by  hostile  agents  who,  more  than  likely,  do  not  share  similar  informational  and  technological 
vulnerabilities;  creating  a  broad  asymmetry  in  technological  capability  and  dependency.  The  means  and 
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methods  of  defense  against  this  fom  of  attack  are,  therefore,  of  the  foremost  priority. 

Offensively,  the  ability  to  conduct  a  full  range  of  operations  in  the  information  realm,  shaping  and 
exploiting  the  battlespace,  is  critical  to  achieving  national  objectives.  New  weapons  and  tactics  are  being 

developed  as  we  form  informatioi  operations  centers  throughout  the  Departmait  of  Defense  and  as  a  new 
Battlelab  stands  up. 

With  this,  bemg  the  dawn  of  a  new  activity,  accepted  and  robust  measures  of  merit  (MOMs)  that 
represent  the  ability  of  a  weapon  system  to  meet  the  objectives  of  information  operations  have  yet  to  be 
established.  Without  these  acceptable  measures  of  merit  for  information  weapons,  it  is  a  much  more 
difficult  problem  to  plan  or  model  their  use.  Further,  if  the  full  value  of  such  weapons  can  not  be 
completely  communicated,  these  systems  may  not  be  developed,  acquired,  or  deployed  appropriately  to 
support  joint  operations  and  defend  national  interests. 

Unlike  traditional  MOMs  for  “hard  Idll”  weapons  that  focus  cm  the  single  attribute  of  lethality,  systems 
employed  by  information  operators  require  multiple  attributes  to  represent  the  weapon’s  characteristics  and 
effectiveness.  These  key  characteristics  that  information  operations  weapons  bring  to  our  national  arsenal 
and  command  structure  can  provide  an  initial  framework  by  which  to  consider  MOMs  for  information 

operations  weapons.  A  means  of  assessing  these  key  characteristics  (attributes)  in  tenns  of  the  objectives 
of  information  operations  is  value  focused-thinking. 

Value-focused  thinking  (VFT)  is  used  m  this  study  to  assign  value  to  weapon  systems  based  on  the  ability 
(merit)  of  these  systems  to  accomplish  the  objectives  set  forth  by  national-level  decisionmakers.  The 
primary  reason  for  applying  VFT  is  to  establish  quantifiable  and  understandable  means  of  assessing  the 
measures  of  merit  of  narrow  classes  of  information  operations  systems.  From  existing  value  models  that 
represent  the  values  held  by  stake-holding  decisionmakers,  a  hierarchy  of  objectives,  functions,  and 
operational  tasks  for  information  operations  is  constructed  which  reflects  the  joint  commander’s  values.  By 
matching  the  force  qualities  of  weapon  systems  to  the  objectives  of  the  infoimation  operations,  weapon 
systems  are  assessed  in  terms  of  their  ability  to  meet  desired  objectives.  Matching  these  measures  of  merit 
to  the  attributes  of  near-term  and  currently  available  systems  provides  a  means  for  assessing  prescriptively 
the  merit  of  mformation  operations  weapons  systems  and  weapons  technologies  both  current  and  future 
using  a  common  scale,  scored  by  experts  against  the  objectives  of  decisionmakers. 


II. 


Measures  of  Merit:  Methodology 


The  definition  and  interpretation  of  measures  of  merit  (MOM)  has  evolved  to  meet  the  needs  of 
decisionmakers  and  the  changing  nature  of  warfare.  Faced  with  the  need  to  evaluate  muhi-attnbute 
akematives  for  incorporation  into  complex  systems,  decisionmakers  need  more  information  than  a  single¬ 
valued  measure  of  ment  can  provide.  Difficulties  are  encountered  when  trying  to  develq)  single-valued 
MOMs  for  assessing  complex  systems.  These  difficulties  stem  from  an  attempt  to  assess  subjective 
attnbiites  of  systems  that  do  not  translate  well  into  a  uniquely  quantifiable  single  measure.  The  limitations 
of  using  single-valued  MOMs  to  assess  a  system  of  systems,  then,  follow  from  the  “apples”  and  “oranges” 
of  the  quantified  multiple  attributes  that  represent  the  merit  of  a  system  in  a  givai  application  [Pinker, 
1995:  8-12].  Broader,  mukiattribute,  MOMs  are  less  certain  than  the  traditional  single-valued  quantities 
like  system  range  or  muzzle-velocity,  but  the  sophistication  of  the  measures  permits  a  broader  perspective 
and  provides  the  decisionmaker  with  information  necessary  to  make  better  decisions. 

Making  and  acting  on  good  decisions  are  the  keys  to  success.  TTie  factors  that  enter  into  making  a  decision 
are  the  properties  that  represait  each  aspect  of  the  decisicm  making  process;  the  measures  of  merit  of 
competing  akematives  from  the  perspective  of  the  decisionmaker.  These  measures  of  merit  represent  what 

is  favorable  or  unfevorable  about  an  akemative  in  a  particular  decisicai  comtext,  expressed  in  terms  of  the 
decisionmaker’s  values. 

What  IS  unusual  about  developing  MOMs  for  information  operations  is  that  the  field  of  information  is 
relatively  new  and  continually  developing.  The  tools  employed  are  changing  at  least  as  rapidly.  Any 
means  of  assessmg  merit  based  on  existing  akematives  is  therefore  likely  to  be  outdated  faster  than  the 
technology  k  is  assessing.  Because  of  this  a  prescriptive,  rather  than  descriptive,  means  of  assessing  value 
is  needed.  Value-focused  thinking  is  also  an  excellent  cption  for  this  type  of  analysis. 


11*1  •  Value-Focused  Thinking 

VFT  starts  wkh  the  decisionmaker’s  values  [Keeney,  1992].  These  values  are  represented  by  a  hierarchy  of 

objectives.  The  overarching  objective  is  the  strategic  objective.  The  most  important  values  supporting  the 

attainment  of  the  strategic  objective  are  represaited  by  fimdamental  objectives.  Fundamaital  objectives  are 
accomplished  by  means  objectives.  In  general,  higher-tier  objectives  are  decomposed  until  a  set  of 
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measurable,  understandable,  and  operational  attributes  are  developed  that  measure  the  degree  to  which  the 

higher-tier  objective  is  fulfilled  {Keeney,  1W2:  192).  TTiese  quantifiable,  understandable,  and  operatronal 

attributes  then  serve  as  the  measures  of  merit  for  the  systems  applied  to  the  decision  context 

■"  Focused  Thinking:  A  Path  to  rreative  necisionrnaking,  Keeney  defines  two  types  of 

decision  situations;  decision  problems  and  decision  opportunities  (Keeney,  1992: 49],  Decision  problems 
are  feced  when  the  decisionmaker  must  choose  from  existing  ahentaUves  to  solve  the  problem  at  hand. 
Decision  opportunities  are  best  described  as  situations  in  which  the  decisionmaker  has  the  ability  to 
generate  ahematives  before  selecting  from  all  alternatives  {Keeney,  1992:  9).  Because  decision 
opportunities  concentrate  on  choosing  better  ahematives,  the  decisions  made  can  be  superior  to  the 
incremenul  tweaking  that  comes  from  starting  with  only  the  existing  altemaUves,  Table  1  compares  the 
processes  involved  with  ahemative-focused  and  value-fbcused  thinkmg  m  both  decision  problem  and 
decision  opportunity  applications  as  described  by  Keeney  (Keeney,  1992.  49],  The  scope  of  this  table  has 
been  limited  to  the  case  in  which  the  strategic  objective  has  been  set, ' 

Table  1;  Alternative-Based  Thinking  Vs  Value-Focused  Thinking^ 


atep  I  I  V-u.„,...g  I  Vahw-Pecme™.,, 


_ Decision  Problems 

Recognize  decision  problem 


Identift  alternatives 


Specify  values 


Evaluate  alternatives 


Select  an  alternative 


Create  alternatives 


Evaluate  alternatives 


Select  an  alternative 


Create  alternatives 


Evaluate  alternatives 


Select  an  alternative 


rtunih' 


Tlie  intent  is  to  apply  VFT  to  the  decision  opportunity  of  MOMs  for  information  warfare  (IW)  systems. 
The  obvious  conflict  is  that  many  of  the  systems  applicable  to  information  operations  GO)  already  exist 
and  fiirfliermore;  only  existing  systems  may  be  applied  operationaUy.  This  appears  to  make  a  case  for 
akemative-focused  thinking  (descriptive  analysis)  which  would  generate  a  useful  and  important  decision 
making  tool  that  is  limited  in  scope  to  existing  systems  in  a  descriptive  fashion,  h  alternative  focused 
thinking,  however,  viable  (peihaps  better)  alternatives  are  often  missed,  fundamental  objectives  can  be 
unfulfiUed  by  the  decisions  developed  to  meet  lower-tier  objectives  that  do  not  meet  the  higher-tier 
objectives  (providing  a  means  to  decision  consequences  and  not  the  objectives),  and  alternatives  and 
objectives  are  not  necessarily  lineally  matched  (Keeney,  1992;  44], 

^  Th^diflcmuc  is  ma.  wfU.ou.  a  sUaKgic  C^ecUva.  me  fim,  step  is  ,o  ideuPfr  a  decisio.  <„xmuul,y,  frmu  sped^ 

Thinking  A  Path  ,0  Ceafive  Deelsmnmaking,  (Cambridge,  Mass,:  Hartaril 


Developing  MOMs  for  a  decision  opportunity  with  a  value-focused  perspective  (prescriptive  analysis) 
permits  assessment  of  systems  before,  during,  and  after  development;  provides  a  means  to  identify 
operational  needs  not  being  met  with  current  and  near-term  developmental  systems;  and  provides  a 
framework  that  represents  the  values  of  military  leadership  from  which  to  assess  application  and 
implementation  of  systems  and  tactics. 

Military  applications  of  VFTthat  are  prescriptive  in  nature  include  Spacecast  2020  and  Air  Force  2025. 
The  results  of  these  studies  confirm  that  VFT  is  a  superior  means  of  assessing  rapidly  developing  decision 
opportunities  by  developing  a  common  framework  by  which  current  and  future  systems  may  be  evaluated. 
TTie  context,  perspective,  and  methodology  of  VFT  is  assessed  to  be  a  superior  methodology  for  the 
purpose  of  constructing  a  prescriptive  value-based  means  of  assessing  the  merit  of  current  and  future 
weapon  systems  on  a  common  scale  that  represents  the  objectives  set  forth  by  naticmal-level 

decisionrakers.  Because  of  this,  VFT  is  chosen  as  the  n«ans  of  addresstogtkisfccistaoppomi^^  To 

propetly  apply  this  methodology,  the  decision  ftame,  its  context  and  strategic  objective,  must  first  be 
defined. 


8 


III.  Framing  the  Decision 


A  decision  is  framed  by  integrating  the  decisionmaker's  values  and  the  available  alternatives  [Keeney, 
1992:  30],  TTiis  is  accomplished  by  defining  the  decision  context  (alternatives  available)  and  the 
fundamental  objectives  (values)  of  the  decisionmaker.  The  available  alternatives  are  considered  to  reside  in 
an  alternative  space  that  contains  all  feasible  alternatives,  both  present  and  future.  This  set  of  all  feasible 

akematives  is  then  limited  by  the  values  of  the  decisionmaker,  termed  a  decision  frame.  A  conceptual 
decision  frame  is  shown  in  Figure  1.^ 

The  decision  context  bounds  the 
alternative  space;  that  set  of  alternatives 
that  are  appropriate  for  a  specific 
situatiOT  [Keeney,  1992:  30],  The 
decision  context  should,  therefore,  be  as 
wide  as  possible  since  any  artificially 
small  akemative  space  will  limit  the 
alternatives  available  to  the  decisicximaker 
both  in  the  present  and  into  the  future.  To 
completely  frame  a  set  of  all  possible 
alternatives,  however,  the  strategic 
objectives  of  the  decisionmakers  are 
required. 


Figure  l;The  Strategic  Decision  Frame  Facing  a  Decision 
Maker^ 


Strategic  objectives  are  intended  to  guide  all  decision  making  within  the  given  context  [Keeney,  1992:  41] 
Strategic  objectives  are  decomposable  into  fundamental  objectives,  these  fundamental  objectives  are 
further  decomposed  into  means  objectives,  and  so  forth  until  a  set  of  understandable,  quantifiable,  and 
operational  set  of  attributes  are  extracted.  These  attributes  are  the  means  of  assigning  values  to  the 

measures  ofmeritoflO  weapon  systems.  This  is  represented  by  Keeney  in  Figure  2.  By  exploiting  this 

decomposition,  a  hierarchical  set  of  objectives  is  developed  that  collectively  fulfiU  the  strategic  objective. 


'  This  representation  projects  the  values  of  the  decisionmaker  onto  the  decision  context  The  . 

"^K«nw  *^Dh  L  frame  are  then  circumscribed  bv'  the  decision  frame. 

S. 'r''^  ^  M»s.:  Harv,rf 


9 


^  Keeney,  Ralph  L.,  “Value  Focused  Thinking:  A  Path 
University  Press.  1992),  45. 


to  Creative  Decision-Making,”  (Cambridge,  Mass.:  Harvard 
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IV.  Fundamental  Objectives 


Fundamental  objectives  are  the  means  to  attain  the  strategic  objectives.  To  fulfill  the  strategic  objective, 
fundamental  objectives  must  span  the  decision  context,  limited  only  by  the  strategic  objective  (which  means 
that  the  fundamental  objectives  should  be  collectively  exhaustive).  To  enable  decomposition  into  a  useful 
set  of  measurable,  understandable,  and  operational  attributes,  all  fundammtal  objectives  should  be 
mutually  exclusive  of  each  other  (nonredundant).  The  requirement  of  mutual  exclusivity  is  easily 
understood  by  viewing  the  objectives  that  support  the  fundamental  objectives;  these  are  termed  means 
objectives.  If  a  means  objective  is  to  support  the  fundamental  objective,  and  the  fundamental  objective  to 
support  the  strategic  objective,  any  foiling  of  mirtual  exclusivity  will  cause  the  lower-tier  objective  to  be 
assessed  as  more  effective  at  accomplishing  foe  strategic  objective  than  is  warranted  by  its  true  merit;  this 
is  termed  double  counting.  Double  coxmting  then  skews  foe  measures  of  merit,  yielding  a  folse  assessment 
of  effectiveness  for  all  evaluated  systems. 


Table  2:  Desired  Properties  of  the  Set  of  Fundamental  Objectives* 


1 

Fundamental  Objectives  Should  Be: 

1 

Essential  -  To  indicate  consequences  in  terms  of  the  fundamental 
reasons  for  interest  in  the  decision  situation 

~ 

Controllable  -  To  address  consequences  that  are  influenced  only 
by  the  choice  of  alternatives  in  the  decision  context 

~ 

Complete  -  To  include  all  fimdamental  aspects  of  the 
consequences  of  the  decision  alternatives 

4 

Measurable  -  To  define  objectives  precisely  and  to  specify  the 
degrees  to  which  objectives  may  be  achieved 

5 

Operational  -  To  render  the  collection  of  information  required 
for  an  analysis  reasonable  considering  the  time  and  effort 
available 

Decomposable  -  To  allow  the  separate  treatment  of  different 
objectives  in  the  analysis 

Nonredundant  -  To  avoid  double-counting  of  possible 
consequences 

~ 

Concise  -  To  reduce  the  munber  of  objectives  needed  for  the 
analysis  of  a  decision 

Understandable  -  To  facilitate  generation  and  commimication  of 
insights  for  guiding  the  decision  making  process 

*  Keeney,  Ralph  L.,  “Value  Focused  Thinking:  A  Path  to  Creative  Decision-Making,”  (Cambridge,  Mass.:  Harvard 
University  Press,  1992),  pp.  82. 


11 


The  relationship  between  objectives  at  different  tiers  represents  a  fundamental  objectives  hierarchy.  In  this 
hierarchy,  Keeney  defines  the  lower-tier  objectives  as  those  that  answer,  “what  aspects  of  the  higher-tier 
objective  are  important,”  [Keeney,  1992:  71],  This  apphes  to  the  fundamental  objectives  as  they  define  and 
delimit  the  strategic  objective  as  well  as  to  the  means  objectives  that  define  and  delimit  the  fundamental 
objectives. 

Keeney’s  definitions  of  the  desirable  properties  of  fundamental  objectives,  shown  in  Table  2.  Along  with 
this  list,  Keeney  points  out  that  multiple  fundamental  objectives  hierarchies  can  be  created  for  the  same 
decision  problem,  but  some  hierarchies  are  better  than  others  based  upon  such  criteria  as  measurability, 
understandability,  or  operability,  as  highli^ted  in  Table  2.  The  formation  of  the  hierarchy  is  a  creative 
process  that  relies  on  the  judgments  of  decisionmakers  and  knowledgeable  agents,  which  inqjlicitly  means 
that  hierarchies  for  any  decision  are  not  necessarily  unique. 
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V.  Building  a  Hierarchy 


Structuring  fundamental  objectives  into  a  hierarchy  provides  insight  into  the  values  that  are  important  in 
the  context  of  the  decision.  The  hierarchy  also  aids  and  improves  the  quality  of  analysis  stemming  from  the 
application  of  value  focused  thinking  to  a  decision  opportunity.  Keeney  sites  the  advantages  of  using  a 

value  hierarchy  m  order  to  specify  the  important  values  that  guide  the  decision  making  process.  TTiese 
advantages  are  shown  in  Table  3. 


Table  3:  Advantages  of  Structuring  Fundamental  Objectives  Into  a  Value  Hierarchy^ 


- 

Advantages  of  Structuring  Fundamental  Obiectives  - - 

1 

2 

^Higher  level  objectives  provide  a  basis  for  specification  of  lower-IevT^i  — 

3 

4 

5 

"  ‘*’"'"=”'“""8  “Six  <»«r  can  olten  be  idemified  wiU,  the  logic  of 

6 

7 

T“ 

^oompiae  set  of  lowest-level  attributes  for  a  fimdamental  objectives  hierarchy  provides  a  basis  for 

n..  develcf  meat  of  a  hiorarchy  roquirea  idertfleauc  and  fln.cn,ri„g  of  objoctivas.  ld«i&at.on 
assesamg  valnes-*m  whose  values?  The  values  of  d.e  .op-level  decisiomnaker  appropria»  h,  d,e  decision 
context  ate  sought  because,  presumably,  these  lepresait  the  overaU  values  of  the  otganization-coes 

accepted  by  all  utvolved.  Finding  this  “gold  standarf’  greatly  simplifies  the  creation  ami  proper  strucUning 
of  a  hierarchy  [Parnell  et  al.,  1997]. 


Keeney,  Ralph  L.,  “Value  Focused  Thinking:  A  Path 
Uiuversity  Press,  1992),  |:y.  86-87. 


to  Creative  Decision-Making,’’  (ambridge,  Mass.:  Harvard 


13 


We  can  have  strategic,  fundamental,  and  means 
objectives  as  the  basic  elements  of  any  hierarchy. 
The  appropriate  structuring  of  these  objectives  is 
critical  to  developing  a  useful  hierarchy.  Each 
lower-tier  objective  must  narrow  the  decision 
context  to  an  increasing  level  of  resolution  if  a 
quantifiable  attribute  is  to  be  obtained.  This  is 
represented  in  Figure  3.  TTiis,  then,  provides  a 
requirement  and,  therefore,  a  means  of  testing 
precedence  in  objective  structuring.  With  this 
understanding,  the  values  and  objectives  of 
senior  leadership  are  sought,  decomposed  and 
formed  into  a  hierarchy. 


neocl  10  be  essential 
bfOecJens  tundamerrtal 
Objective 


noed  to  be  cxintpolable 
'MrTt>»5  KmdarTTBTtaJ 
- ob|ectN«$ 


coreroilabie  objecajves  asswtrf 

tMt  net  wsertial  hmrwicSSSbl? 


ihe  ^  ol  •sswitt  »d  eonrilabto 
■^eruficatnn  ol  fundemanw  ofcjectvw 


Figure  3:  Identifying  and  Structuring  Objectives* 


*  Keeney',  Ralph  L.,  “Value  Focused  Thinking;  A  Path 
University  Press,  1992),  pp.  84. 


to  CreaUve  Decision-Making,’’  (Cambridge,  Mass.:  Harvard 


14 


VI.  Locating  a  Gold  Standard 


To  locate  acceptable  objectives,  both  strategic  and  fimdamental,  from  which  to  forat  an  initial 
decision  (tame  for  information  waiftre,  militaiy  doctme  was  reviewed  In  this,  the  most  recently  available 
doctrinal  papers  regarding  information  warfare  were  reviewed.  Included  in  this  review  are  joint  doctrines 
that  support  key  requirements  of  information  warfire  In  order  to  keep  the  decision  context  as  broad  as 
possible,  the  doctrinal  papers  were  applied  in  a  preferential  order  in  which  joint  doctrine  was  preferred, 
service  specific,  and  agency  specific  papers  were  then  used  to  make  as  complete  a  model  as  possible.* 

Doctrine  exists  for  virtually  all  areas  of  military  operations.  Doctrine  sets  the  standards  and  requirements 
for  all  milhary  operations.  The  most  overarching  of  these  is  JV  20 1 0.  At  the  Air  Force  level.  Global 
Engagement  is  the  most  recent  doctrinal  publication,  preceded  by  Global  Presence,  and  Air  Force  Manual 
1-1.  These  publications  establish  the  requirements  of  Information  Watfere  acting  in  support  of  established 
doctrine.  These  roles  for  Information  Warfare  are  descriptive  in  nature  describing  the  functions  of 
infonnation  operations  in  support  of  the  joint  and  Air  Force  objectives. 


Joint  doctrine  is,  itself,  hierarchically  structured  as  shown  in  Figure  4.  Within  this  structure,  the  Joint 
Publication  3-series  for  joint  operations  was  selected  as  the  most  appropriate  for  initial  analysis.  TTie 
structure  of  the  3-series  Joint  Publications  is  shown  in  Figure  5. 


the  commercial  and  private  sectors  should  be  considered  from  a  broad  national 
doctrme  that  spam  the  politico-military,  coqiorate,  and  civU  sectors.  Thia  ia  beyond  the  ap^rf^o  of 
e  military  though  these  sectors  might  be  pailiaUy  addressed  as  pan  of  the  militaiys  spto  of  influence. 
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Joint  Doctrine  from  Defense  Technical  Information  Center; 
http;//vvww.dtic.niil/doctrine/docinfo/pstatus/hierchart.htm,  28  Feb  1997. 
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JOINT  DOCTRINE  HIERARCHY 
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Figure  5:  Joint  Publications  regarding  Joint  Operations 


Joint  doctrine  Hierarchy  from  Defense  Technical  Information  Center: 
http://www.dtic.mil/doctrine/docinfo/pstatus/hierchart.htm,  28  Feb  1997. 
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VI.1.  Joint  Vision  2010 


Joint  Vision  2010  (JV  2010)  defines  four 

new  operational  concepts — ^Dominant 

Maneuver,  Precision  Engagement, 

Focused  Logistics,  and  Full-Dimensional 

Protection;  that  serve  as  a  set  of 

objectives  for  all  future  military 

operations.  These  four  concepts  serve  as 

the  fundamental  objectives  in  support  of 

the  key  characteristic  sought  for  our 

military  forces  in  the  21st  Century — ^Full 

Spectrum  Dominance  [JV  2010;  2].  Each  Figure  6:  Joint  Vision's  Reliance  on  Information 

Superiority*^ 

operational  concept  that  makes  up  the 

“framework”  of  Full-Spectrum  Dominance  requires  information  superiority.  This  is  ejq)licit  in  Figure  6 
and  in  the  following  statement  from  JV  2010:  “The  basis  for  this  framework  is  foimd  in  the  improved 
command,  control,  and  intelligence  which  can  be  assured  by  information  superiority,”  [JV  2010:  19].  The 
need  for  information  superiority  m  each  of  JV  2010’s  “fundamaital  objectives”  causes  informaticm 
superiority  to  be  redundant  in  this  model.  JV  2010,  therefore,  fails  to  establish  an  adequate  value  model  for 
assessing  information  operations. 

JV  2010  does,  however,  reflect  the  values  of  the  top  military  leadership.  These  values  are  extracted  and 
employed  to  start  model  construction.  Highlighted  in  JV  2010  is  the  “imperative  of  jointness.”  Jointaess 
highlights  reduced  redundancy,  reduced  costs  while  retaining  effectiveness,  and  more  seamless  integration 
[JV  2010:  8].  To  achieve  this,  the  services  “must  be  fully  joint:  institutionally,  organi2ationally,  and 
technically,”  [JV  2010:  9].  Emerging  technology  and  improved  capabilities  are  recognized  as  having  an 
enormous  impact  on  military  forces  in  the  near  future.  Increased  precision,  broader  ranges  of  weapons 
effects,  advances  in  low-observable  technologies,  an  improvements  in  information  and  sj^ems  integration 
technologies  are  all  anticipated  to  significantly  impact  future  military  operations  [Joint  vision  2010:  1 1-13]. 


0®winaiit  Massed 

P»ecision  Engageni^ 

tl 

1  S  '  ■  ®iiL  %■' 

--ZZ: 
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Joint  Vision  2010,  OPR,  chairman  of  the  Joint  Chiefs  of  Staff,  Pentagon,  Washington,  DC  20318-5126,  p.  19. 
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Returning  to  information  specific  elements  of  A'  2010,  information  and  systems  integration  technologies 
are  expected  to  provide  decisionmakers  with  accurate  information  in  a  timely  manner.  Increased 
information  technologies  are  expected  to  improve  the  ability  to  see,  prioritize,  assign,  and  assess 
mformation.  The  criticality  of  complete  joint  integration  of  information  and  information  systems  is 
highlighted  in  A'  2010  by  the  foUowing;  “TTie  fusion  of  all-source  intelligence  with  the  fluid  integration  of 
sensors,  platforms,  command  organizations,  and  logistics  support  centers  will  allow  a  greater  number  of 
operational  tasks  to  be  accomplished  faster.”  [Joint  vision  2010:  13],  Increased  tempo  with  smaUer,  more- 
lethal  forces  will  be  able  to  exploit  bcreased  computing  capabilities,  global  positioning,  and 
telecommunications;  gaining  dominant  battlespace  awar^ess. 

JV  2010  defines  dominant  battlespace  awareness  as  an  interactive  “picture”  which  vrill  yield  much  more 
accurate  assessmaits  of  friendly  and  enemy  operations  within  the  area  of  interest.  While  this  is  not 
expected  to  elimmate  the  fog  of  war,  it  will  improve  situational  awareness,  decrease  response  time,  and 
make  the  battlespace  considerably  more  transparent  to  those  who  achieve  it  [JV  20 1 0:  1 3] . 


In  JV  2010,  the  age  old  reliance 
of  all  military  operations  on 
mformatiOT  superiority  is 
recognized,  but  so  too  are  the 
rapid  and  revolutionary  advances 
in  information  collection, 
processing,  and  disseminaticn 
(Figure  7).  With  this  revolution 
in  military  affairs,  the  influ^ce  of 
information  drives  the  need  for 
informaticHi  superiority.  JV  2010 
defines  information  superiority  as 
"the  capability  to  collect. 

process,  and  disseminate  and  uninterrupted  flow  of  information  while  exploiting  or  denying  an 
adversary's  ability  to  do  the  same"  [JV  2010:  16].  Additionally,  information  superiority  as  defined  m  JV 
2010  necessarily  has  offensive  and  defensive  components.  Offensive  information  warfare  degrades  or 

Joint  Publication  3-13  (First  E>raft)  21  Jan  1997,  p.  1-21. 


»  no*  *  Pfoe«i*i*  .r 


Figure  7:  The  Rise  of  Information  Access^ 


19 


exploits  an  adversary's  colledion  or  use  of  information,  while  defensive  information  warfere  protects  the 
ability  to  conduct  information  operations  [JV  2010: 16],  While  no  hierarchy  is  offered  in  JV  2010,  one  is 


extracted  from  the  objectives,  values,  and  components  expressed  in  the  text  (see  Figure  8). 
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Figure  8:  Extracted  Functional  Hierarchy  from  Joint  Vision  2010 


By  extracting  value  statements  from  JV  2010,  a 
fundamental  hierardiy  for  information  superiority  is 
constructed  that  rq)resents  the  leaderships’  thoughts  on  the 
future  of  information  operations  (Figure  9). 
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Figure  9:  Information  Superiority  Hierarchy 
From  Joint  Vision  2010 
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VI.2.  Cornerstones  of  Information  Warfare 


The  earliest  Air  Force  specific 
contributions  to  IW  reviewed  for  this 
analysis  is  titled  Cornerstones  of 
Informaticwi  Warfare  (1995)  [Widnall], 

This  paper  helped  set  the  course  for  the 
IW  papers  that  followed  both  in  concept 
and  definition.  In  this  paper, 
information  is  defined  as  a  separate 
realm-distinct  from  air,  land,  sea,  and 
space  [Widnall;  2].  The  definhicHis 
surrounding  information  warfare  were 
formalized  and  presented  in  an 
operatiraial  amtext.  These  definitions 
are  shown  in  Figure  10. 

Cornerstones  also  identified  the 
functions  that  support 
counterinformation,  both  offensive  and 
defensive.  Traditional  means  of 
conducting  information  warfare  are 
those  elements  of  command  and  control 
warfare  (C2W);  psychological 
operations,  electrcaiic  warfare,  military 
decqjtion,  physical  destruction,  and 
various  security  measures.  These 
measures  can  be  integrated  and  applied  in  order  to;  control  the  information  realm,  exploit  our  control  of 
information,  enhance  our  overall  force  effectiveness  [Widnall:  9).  This  document  served  as  a  pathfinder 
for  entry  uito  information  (derations,  and  provided  a  hierardiy  of  functions  that  reflects  the 
decisionmaker’s  values.  A  refined  hierarchy  is  develcped  that  is  wmsistent  with  the  hierarchies  extracted 


r-- 

Definitions  from  the  Cornerstones  of  Information  Warfare 

Counterinformation  -  Actions  dedicate  to  controlling  the 
information  realm. 

Defensive  Counterinformation  -  Actions  protecting  our  military 
information  functions. 

Direct  Information  Warfare  -  Changing  the  adversary’s 
information  without  involving  the  intervening  perceptive  and 
analytical  functions. 

I  Indirect  Information  Warfare  -  Changing  the  adversary’s 
information  by  creating  phenomena  that  the  adversary  must 
then  obsen  e  and  analyze. 

Information  -  Data  and  instructions. 

Information  Attack  -  Directly  corrupting  information  without 
visibly  changing  the  physical  entity  within  which  it  resides. 

Information  Function  -  Any  activity  involving  the  acquisition, 
transmission,  storage,  or  transformation  of  information. 

Information  Operations  -  Any  action  involving  the  acquisition, 
transmission,  storage,  or  transformation  of  information  that 
enhances  the  employment  of  military  forces. 

Information  Warfare  -  Any  action  to  deny,  e.xploit,  corrupt,  or 
destroy  the  enemy’s  information  and  its  functions;  protecting 
ourselves  against  those  actions;  and  exploiting  our  own  military 
information  functions. 

Military  Information  Function  -  Any  information  function 
suRxirting  and  enhancing  the  employment  of  military  forces. 

Offensive  Counterinformation  -  Actions  apinst  the  adversary’s 
information  functions. 


Figure  10:  Terminology  from  the  1995  Publication, 
“Cornerstones  of  Information  Warfare*^ 
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from  all  other  10  related  doctrines  (see  Figure  1 1).  This  hierarchy  includes  the  traditional  functions  of 
command  and  control  warfare  (C2W)  and  the  new  functions  of  the  larger  set  of  information  operations. 
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Figure  11:  Extracted  Information  Warfare  Doctrine  from  the  Cornerstones  of 

Information  Warfare 


This  hierarchy  is  of  limited  utility  as  a  fundamental  objectives  hierarchy,  but  serves  as  a  point  of 
discussion.  The  three  objectives  of  control,  enhance,  and  exploit  are  extracted  elements  from  existing  air 
power  doctrine.  These  capture  the  intent  of  information  warfere,  and  are  mutually  exclusive  but  not 
necessarily  collectively  exhaustive  in  meeting  the  strategic  objective  of  acquiring,  exploiting,  and  protecting 
information  in  support  of  national  objectives  [Widnall:  3].  The  reason  Cornerstones  is  assessed  as  not 
collectively  exhaustive  for  the  purposes  of  this  analysis  is  that  it  was  framed  as  a  service  specific  paper  and 
as  such  has  been  superseded  both  within  and  outside  of  the  Air  Force. 


'''  Widnall,  Sheila,  E.,  Fogleman,  Ronald  R.,  “Cornerstones  of  Information  Warfare,”  pp.  13-14. 
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VI.3.  AF/IN  White  Paper 


The  framework  established  at  the  Air 
Force  level  by  the  Cornerstones  of 
Information  Warfare  appears  to  be 
reflected  in  another  important 
document — the  AF/IN  White  Paper  titled 
Air  Force  Intelligence  and  Information 
Warfare  [Abraham,  1996],  This  paper 
established  the  Intelligence  community’s 
expectation  of  its  role  in  information 
warfere.  The  AF/IN  White  Paper  was 
more  prescriptive  in  nature  than  the 
Cornerstones  of  Information  Warfare, 
clearly  defining  the  bounds  of  the 
information  realm. 

In  this  paper,  intelligence  support  was 
focused  with  the  intent  of  directly 
influencing  the  information  realm  by  both 
direct  and  indirect  means  [Abraham, 
1996:  3],  Intelligaice  flmctioos,  as  part 
of  the  larger  set  of  information  functions, 
were  ccaisidered  a  means  of  impacting  the 
struggle  for  information  dominance — 
defined  as  the  primary  objective  of  IW. 
The  terms  defined  in  the  AF/IN  White 
Paper  are  presrated  in  Figure  12.  Using 
this  terminology,  a  specific  hierarchy  is 
developed  for  IW  as  shown  in  Figure  13. 


Terminology  used  in  the  AF/IN  White  Paner 

Information  Warfare  •  Any  action  to  deny,  exploit,  corrupt,  or  destroy 
the  enemy’s  information  and  its  fimctions,  protecting  ourselves  against 
those  actions;  and  exploiting  our  enemy’s  own  military  information 
functions. 

Information  Dominance  -  A  primary  objective  of  IW.  It  is  the  ability  to 
collect,  control,  exploit,  and  defend  information  while  denying  an 
adversary  the  ability  to  do  the  same.  ID  includes  gaining  control  over 
the  information  realm  (information  superiority)  and  fully  exploiting 
military  information  fimctions. 

Information  Realm  -  Information  is  a  realm,  just  like  air  space,  land, 
and  sea.  Like  all  realms,  military’s  seek  to  dominate  it.  It  is  composed 
of  three  elements;  information,  information  sy  stems,  and  information 
fimctions. 

Information  -  Data  and  the  instructions  required  to  give  the  data 
meaning. 

Information  System  -  Any  physical  component  used  to  acquire, 
transmit,  store,  or  transform  information  (i.e.  people,  wires  libers, 
telephones,  radar). 

Indirect  IW-  Relies  on  the  adversary’s  ability  to  gather  and  process 
^ta.  This  refers  to  actions  against  the  information  processor,  not  the 
information  itself.  Degrading,  destroying,  or  manipulating  information 
processing  ranging  from  perception  management  (PSYOP)  to  technical 
management  (deception  to  EW). 

Direct  IW-  Affecting  the  enemy’s  information  itself. 

Counterinformation  -  Activities  dedicated  to  controlling  information, 
maintaining  access  to  information,  and  securing  the  integrity  of  one’s 
own  information,  while  denying  or  disrupting  the  adversary’s  access  to 
information.  Attaining  and  maintaining  control  over  the  information 
realm  can  be  achieved  through  a  compilation  of  offensive  counter 
information  (CXTI)  and  defensive  counter  information  (DCI). 

Mapping  the  Battlespace  -  Real-time  awareness  of  the  location,  status, 
and  intentions  of  the  adversary  ,  established  by  penetrating  his  virtual 
landscape  to  include  communications  netwoiks,  nodes,  computer 
technology,  and  cognitive  interaction. 

Shaping  the  Battlespace  -  Constraining  and  channeling  the  enemy  into 
a  spiraling  path  of  exploitaUon.  To  manipulate  the  enemy  to  the  point 
where  minor  aRilications  of  phy  sically  destructive  force  have 
ihe  risk  to  US  forces  is  minimized. 
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Figure  12;  AF/IN  White  Paper  Terminology 
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Figure  13:  AF/IN  White  Paper  Proposed  Information  Warfare  Doctrine 


This  hierarchy  is  similar  to  existing  Air  Force  doctrine  in  its  objectives.  While  this  provides  a  level  of 
comfort  and,  presumably,  an  assured  ability  to  meet  the  needs  without  realignment  of  functional  areas,  this 
hierarchy  does  not  meet  the  requirements  of  a  value  model  for  10.  Most  significantly,  support  and 
enhancement  are  not  mutually  exclusive.  The  definition  of  information  function  demonstrates  this. 
“Activities  involved  in  the  acquisition,  transmission,  storage,  or  transformaticm  of  information,”  will  both 
serve  the  objectives  of  enhancement  and  support — the  functions  are  the  same  and  no  clear  delimiter  is 
presented  to  explain  how  support  and  enhancement  differ.  Additionally,  it  is  difficult  to  understand  how 
one  can  gain  control  over  the  information  realm  in  a  manner  that  is  mutually  exclusive  to  exploitation. 

The  physical  systems  exploited  to  gain  control  over  the  information  are  the  same  entities  that  once 
controlled  permit  exploitation  by  these  same  means. 


The  AF/IN  White  Paper  represents  great  insight  into  the  future  of  information  operations.  However,  one  of 
the  most  significant  insights  is  the  mapping  of  the  virtual  battlespace,  defined  as  an  essential  task  of 
intelligence.  Establishing  and  maintaining  virtual  battlespace  awareness  holistically  addresses  each 
intelligence  function  and  each  discipline  of  the  existing  intelligence  process.  Then,  by  maintaining  a  real¬ 
time  awareness  of  the  location,  status,  and  intentions  of  the  adversary,  a  wide  asymmetry  of  awareness  is 
established  between  friendly  and  adversary  forces — a  dominant  battlespace  awareness.  By  exploiting  this 
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awareness,  the  battlespace  may  be  shaped  in  a  manner  that  censuains  the  opponent;  channeling  opposing 
efforts  into  a  spiraling  path  of  exploitation  [Abraham,  1996:  12-13], 

Information  warfare  targeting 
requirements  are  addressed  as 
an  intelligence  fimction  that  is 
now  defined  as  an  information 
function.  The  need  for  a 
quantifiable  means  of  assessing 
the  effectiveness  of  non-lethal 
and  information  warfare 
specific  weapon  systems  in 
addition  to  combat  assessm^t 
forlW.  To  produce  these 
measures,  AF/IN  suggests 
something  similar  to  JMEMs, 
which  provide  kill  mechanisms 
of  traditional  weapcxis, 
vulnerability  data,  and  damage 
criteria  [Abraham,  1996:  19], 

While  this  need  is  recognized, 
the  means  of  quantifying  these 
criteria  are  still  unspecified. 

AF/IN  does  offer  candidate 
employm«it  concepts  as  shown 
in  Figure  14.  Further,  a  set  of 
attnbutes  that  is  proposed  as  means  of  measuring  merit  is  offered  (see  Figure  15). 

Overall,  the  AF/IN  white  Paper  served  as  a  guiding  Ught  to  the  future  of  infonuatioo  operatioos.  With  it,  a 

clearer  understanding  of  the  revolution  in  military  aflairs  was  presented  and  because  of  it,  the  discussion’of 
systems  merit  was  furthered. 


[Candidate  IW  Employment  Concepts 

Corruption  -  The  alteration  of  information  content;  the  manipulation 

of  data  to  make  it  either  nonsensical  or  inaccurate.  Destroying  existing 
knowledge.  ® 

Deception  -  A  specific  type  of  corruption;  the  alteration  of,  or  adding 
to,  information  to  portray  a  situation  differoit  from  reality.  Creating 
false  knowledge  to  include  masquerading. 

Delay  -  The  reversible  slowing  of  the  flow  of  information  through  the 
system,  and  the  slowing  of  the  acquisition  and  dissemination  of  new 
knowledge. 

Denial  -  The  reversible  stopping  of  the  flow  of  information  for  a 
penod  of  time,  although  the  informaticm  may  be  transmitted  and  used 
within  fiioidly  territory,  the  adversary  is  daiied  access  to  it.  The 
prevention  of  the  acquisition  and  disseminatirm  of  new  knowledge. 

Disruption  -  The  reduction  of  the  capacity  to  provide  and/or  process 
information  (reversible).  This  is  a  combination  of  delay  and 
corruption.  The  delay  of  the  acquisition  and  dissemination  of  new 
knowledge  and  the  destruction  of  existing  knowledge. 

Degradation  -  The  permanent  reduction  in  the  capacity  to  provide 
and/or  process  information. 

Destruction  -  The  destruction  of  information  before  it  can  be 
transmitted,  the  permanait  elimination  of  the  capacity  to  provide 
and/or  process  information. 


Figure  14:  Information  Warfare  Employment  Concepts  from  AF/IN 

White  Paper 
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^formation  Warfare  System  Attributes 

Persistency  -  How  long  will  the  IW  strategy  affect  the  target? 

Speed  -  How  long  will  it  take  to  achieve  the  desired  IW  effect? 

Latency  -  Can  the  IW  tactic  lie  dormant  within  the  targ«  until 
needed? 

Reversibility  -  Is  the  IW  effect  reversible?  Both  reversible  and 
irreversible  effects  can  be  desirable. 

Fratricide  -  Does  the  attack  method  cause  unwanted  effects  cm 
fnaidly  systems? 

Collateral  Damage  -  Will  attacking  the  target  cause  collateral 
damage  in  other  Systems  because  of  its  linkage(s)?  Will  the 
methcxl  of  attack  cause  unwanted  effects  on  other  systems? 

Stealth  -  How  easily  can  an  enemy  detect  the  IW  attack? 
Exploitation  and  corruption  of  the  aiemy’s  information  must 
be  accomplished  in  a  manner  which  is  not  readily  detectable. 
The  effectiveness  of  the  attack  is  obviously  degraded  if  the 
enemy  ^ins  knowledge  of  it.  (In  some  cases,  it  may  be 
beneficial  to  «isure  the  aiemy  knows  the  fiiendly  information 
operation  capability). 

Mutual  Interference  -  Will  attacking  the  target  negate  other 
information  operations?  If  the  information  employment 
concept  is  designed  to  create  a  false  reality,  then  one  must 
allow  the  adversary  to  "see"  or  "hear"  the  false  reality. 
Similarly,  planners  would  not  want  to  target  a  critical  node 
which  can  be  eiqjloited  and  serves  to  oihance  information 
available  to  fnendly  forces.  This  attribute,  perhaps  more  thin 
any  other,  affirms  the  need  for  a  fully  coordinated  and 
jgt^ratgdjW  strategy  concept. _ _ 


Figure  15:  Attributes  of  Information  Warfare  Systems  from 
AF/IN  White  Paper 


V1.4.  Global  Engagement:  A  Vision  for  the  21  st  Century 


After  Air  Force  Manual  1-1.  Global  Reach-Global  Power,  and  Global  Presence  came  Global 
Engagement:  A  Vision  for  the  2 1"  Century.  While  Global  Presence  highlighted  technologys  role  in 
Simonw  awareness,  lelhaltly.  and  strategic  agility,:  Global  Engagement  clarifies  and  enhanr..  foe  roles 
that  information  operations  play  in  Air  Force  operations  [Global  Presence,  1995: 12) 

Global  Engagemait  established  the  core  competencies 
of  the  Air  Force  as  shown  in  Figure  16.  The  strategic 
vision  of  Global  Engagement  addresses  the  entire 
scope  of  the  Air  Force;  the  peqjle,  capabilities,  and 
infrastructure.  It  is  responsive  to  the  requirements  of 
W  2010;  applying  Air  Force  assets  and  capabilities 
in  direct  support  of  joint  operations.  Specifically, 

Full  Spectrum  Dominance,  as  defined  in  2010, 
dq)ends  on  the  capabilities  of  modem  air  and  space 
power;  speed,  global  range,  stealth,  flexibility, 
precision,  lethality,  global/theater  situational 
awaraiess,  and  strategic  perspective.  Information 
technologies  will  support  Air  Force  operations  under 
2010.  This  anticipated  level  of  technological 
support  requires  information  superiority,  however. 

To  meet  the  requirement  of  Full  Spectrum 
Dommance,  a  truly  interactive  common  battlespace  picture  is  needed  (Global  Engagement,  1997)  More 
specifically,  dominant  battlespace  awareness  will  require  integration  of  joint  information  assets.  Global 
Engagement  predicts  an  increased  importance  in  IW  and  10  Information  cpeiations  are  recognized  as  both 
offensive  and  defimsive,  with  foe  top  IW  priority  to  defend  our  own  information-intensive  capabilities. 
Oftensively,  operational  and  tactical  IW  will  continually  support  information  operations  in  conjunction 
with  other  Federal  agencies  [Global  Engagement,  1997], 


Air  Force  Core  Competencies 

Air  and  Space  Superiority  -  Control  over  what  moves 
through  air  and  space. 

Global  Attack  -  The  abiUt\’  of  the  Air  Force  to  attack 
rapidly  anywhere  on  the  globe  at  anytime. 

Rapid  Global  Mobility  -  ProNiding  the  nation  its  global 
reach;  underpinning  its  role  as  a  global  power. 

Precision  Engagement  -  The  capability  that  enables 
our  forces  to  locate  the  objective  or  target,  pro\ide 
responsive  command  and  control,  generate  the  desired 
effect,  and  retain  the  flexibility  to  re-engage  with 
precision  when  required 

Information  Superiority  -  Enabling  air  and  space 
power  to  contribute  to  the  objectives  of  a  Joint  force 
Commander. 

Agile  Combat  Support  -  Employing  Air  Force  assets  to 
pro\ide  global  awareness,  intelligence, 
commumcations,  weather,  and  navigation  suj^rt  to 
jchieve  a  Joint  Team  dominant  battlefield  awareness. 

Figure  16:  Air  Force  Core  Competencies^^ 
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Global  Engagement  presents  no  hierarchy  for  direct  consumption;  however,  the  hierarchy  in  Figure  17  is 
extracted  from  the  values  expressed  in  the  text.  Looking  at  the  structure  of  the  hierarchy  in  the  context  of 
this  study,  each  objective  depends  on  information  dominance  to  some  level.  This  dependency  is  less 
obvious  than  in  other  models  because  one  objective  is  information  superiority  itself.  To  avoid  double 
coimting,  all  information  operations  that  support  the  remaining  objectives  could  be  treated,  albeit  carefully, 
as  mutually  exclusive  across  any  single  level  of  doctrine.  For  example.  Information  Superiority  and  Global 
Attack  may  be  considered  mutually  exclusive  since  information  operations  that  are  part  of  Information 
Superiority  enter  Global  Attack's  hierarchy  at  a  lower  hierarchical  tier.  Relying  on  caveats  of  this  nature  to 
force  mutual  exclusivity  violates  the  critericai  diat  the  decomposed  attributes  be  understandable.  Finally, 
since  this  doctrine  is  service  specific  rather  than  joint,  accepting  it  as  collectively  exhaustive  is  also 
difficult. 
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Figure  17:  Hierarchy  Extracted  from  Global  Engagement 
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VT.S.  Joint  Publication  3-13 


Building  on  these  predecessors. 
Joint  Publication  3-13,  “Joint 
Doctrine  for  Information 
Operations,”  defines  concepts, 
objectives,  and  requirements 
relating  to  informatics 
operatiwis  (10).  In  Joint 
Publication  3-13,  information  is 
considered  a  strategic  resource 
that  is  vital  to  naticmal  security; 
changing  the  perspective  and 
treatment  of  information  [Joint 
Pub  3-13,  1997:1-33], 
Additicmally,  informatics 
warfere  is  split  into  a  continuum 
of  (derations;  fi’om  peace  to 
crisis  to  war  and  returning  to 
peace.  The  difFer^ce  is  that 
information  operations  are  now 
(derations  that  are  conducted 
continually  while  IW  is 
conducted  only  in  crisis  or  war 
to  achieve  or  promote  specific 
objective  over  a  specific 
adversary  or  adversaries  [Joint 
Pub  3-13,  1997: 1-l].  The 
definiticms  used  in  Joint  Pub  3- 
13  are  presented  in  Figure  18. 


Tenninologt'  Used  in  Joint  Publication  ^-i  3 

Command  and  Control  ■  The  e.xercise  of  authority  and  direction  by  a  properly  designated 
conunander  over  assigned  and  attached  forces  in  the  accomplishment  of  the  mission. 

Command  and  Control  H’atfare  -  The  integrated  use  of  operations  security,  military 
deception,  psy  chological  operations,  electronic  warfare,  and  physical  destruction,  mutually 
supported  by  intelligence  to  deny  information  to,  influence,  degrade,  or  destroy  adversary 
command  and  control  capabilities,  while  protecting  friendly  command  and  control 
capabilities  against  such  actions. 

Communications  Security  (COMSEC)  -  The  protection  resulting  from  all  measures 
designed  to  deny  unauthorized  persons  information  of  value  which  might  be  derived  from 
the  possession  and  study  of  telecommunications,  or  to  mislead  unauthorized  persons  in 
their  interpretation  of  the  results  of  such  possession  or  study.  COMSEC  includes 
cryptosecurity,  emission  security,  and  physical  security  (physical  measures). 

Computer  Network  Attack  (CS’A)  -  Operations  to  disrupt,  deny,  degrade,  or  destroy 
information  resident  in  computers  and  computer  networks,  or  the  computers  and  networks 
themselves. 

Electronic  Warfare  (EW)  -  Any  military  action  involving  the  use  of  electromagnetic  and 
directed  energy  to  control  the  electromagnetic  spectrum  or  to  attack  the  enemy  EW 
includes  electronic  attack  (EA),  electronic  protecUon  (EP).  and  electronic  warfare  support. 

Information  -  Facts,  data,  or  instructions  in  any  medium  or  form.  Also,  the  meaning  that  a 
human  assigns  to  data  by  means  of  the  known  conventions  used  in  their  representation. 

Information  Assurance(lA)  -  Information  operations  that  protect  and  defend  information 
and  information  systems  by  ensuring  their  availability,  integrity,  authentication, 
confidentiafrty,  and  nonrepudiation.  TTiis  includes  providing  for  restoration  of  information 
systems  by  incorporating  protection,  detection,  and  reaction  capabilities. 

Information  Envirament  -  The  aggregate  of  individuals,  organizations,  or  systems  that 
collect,  process,  or  disseminate  information;  also  included  is  the  information  itself 

Information  Operations  (10)  -  Actions  taken  to  affect  adversary  information  and 
information  sy  stems  while  defending  one’s  own  information  and  information  systems. 

Information  Superiority  -  The  capability  to  collect,  process,  and  disseminate  and 
unmterrupted  flow  of  information  while  exploiting  or  denving  an  adversary’s  ability  to  do 
the  same 

Information  System  -  The  entire  infrastructure,  organization,  personnel,  and  components 
that  collect,  process,  store,  transmit,  display,  disseminate,  and  act  on  information. 

Information  Warfare  (IW)  -  Information  operations  conducted  during  time  of  crisis  or 
conflict  to  achieve  or  promote  specific  objectives  over  a  specific  adversary  or  adversaries. 

Intelligence  Preparation  of  the  Battlespace  (IPB)  -  An  analytical  methodology  emploved  to 
reduce  uncertainties  concerning  the  enemy,  environment,  and  terrain  for  all  types  of 
operations. _ 


Figure  18:  IW  Definitions  Used  in  JP  3-13 
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VI.5.1.  Offensive  Information  Operations 


Information  operations  are  both  offensive  and  defensive.  Joint  Publication  3-13  states  that  “offensive  10 
capabilities  are  employed  at  every  level  of  warfere,  across  the  range  of  military  operations  and  will  be 
employed  to  achieve  mission  objectives,”  [Joint  Pub  3-13,  1997;  II-l],  Information  operations  are  intended 
to  affect  the  adversary's  information  or  information  systems  and  can  yield  a  tremendous  advantage  to  US 
military  forces  during  times  of  crisis  and  conflict. 

Offensive  10  applies  traditional  perception 
management  disciplines  to  produce  a 
synergistic  effect  against  the  elements  of  an 
adversary's  information  systems.  OPSEC, 

PSYOP,  deception,  electronic  warfere, 
physical  destruction  (elements  of  C2W), 
public  af&irs  (PA),  and  civil  affairs  (CA) 
can  all  be  integrated  and/or  applied 
synergistically  to  ensure  success  [Joint  Pub 
3-13,  1997: 11-14].  The  level  of  effort  and 
disciplines  employed  are  as  much  a  function 
of  the  level  of  10  intensity  as  the  synergistic 
effects  of  the  disciplines  already  employed 
(see  Figure  19). 

Joint  Publication  3-13  outlines  the  potential  impact  of  offensive  10  in  peace  and  in  military  operations  other 
than  war  (MOOTW).  These  situations  present  opportunities  to  yield  the  greatest  impact  from  perception 
management  and  the  influencing  of  an  adversary's  decisionmaking.  The  rationale  for  this  stems  from  the 
initial  goal  of  10;  maintaining  peace,  defusing  crisis,  and  deterring  conflict.  As  tensions  increase,  and  the 
situation  or  circumstances  move  toward  conflict,  the  ability  to  target  and  engage  critical  adversary 
information  and  information  systems  decreases.  This  is  compounded  by  the  increased  criticality  of  and 
value  placed  on  the  information  and  information  systems  by  an  adversary[Joint  Pub  3-13,  1997: 11-14]. 

Joint  Publication  3-13  (Draft),  Joint  Doctrine  for  Information  Operations,  21  Jan  1997,  p.  11-15. 

The  line  separating  Electronic  Attack  and  Psychological  Operations  is  this  author’s  guess.  The  original  line  was 
illegible  in  the  draft  form  of  the  publication. 


Figure  19:  Information  Operations  Engagement  Timeline**’^’ 
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This  movement  within  the  pre-crisis  level  of 
military  operations  also  causes  some  changes  in 
objectives  for  offensive  10  (refer  to  Table  4).  As 
with  the  range  of  military  q)eraticms,  the  level  of 
operation  also  affects  the  objectives  (see  Table  5). 
The  objectives  are  also  shown  in  Figure  20  on  a 
sliding  scale  of  the  WMiflict  continuum  versus  the 
predicted  objectives. 

Beycmd  the  crisis  point  of  relaticms,  10  can  serve 
as  a  force  enabler,  affecting  every  aspect  of  an 
adversary’s  decisicm  cycle  by  impacting  its 
informaticai  colters  of  gravity  (Joint  Pub  3-13, 
1997: 11-17].  While  defining  the  span  of 
informatics  operations,  Joint  Publicaticm  3-13 
also  limits  the  use  of  indiscriminate  enqiloyment 
of  information  operations  by  stating  that ;  “[the] 
selection  and  employmort  of  specific  offoisive  10 
capabilities  against  an  adversary  should  be 
apprc^riate  to  the  situation  with  the  adversary(ies) 
and  US  objectives  and  consistent  with  applicable 
international  convoitions  and  standing  rules  of 
aigagemoit,”  [Joint  Pub  3-13,  1997. 11-2]. 
Avoiding  indiscriminate  c^eratiwis  requires 
precise  capabilities.  To  this  end,  10  precisi^  is 
implicit  in  the  sixth  principle  of  offensive  10 
(Figure  21);  requiring  that  discrete  portions  of  an 
adversary  s  information  or  information  systems  be 
identified  and  targeted  and  the  predictic®  of  the 
consequences  of  employing  specific  offaisive 


Table  4:  Range  of  Military  Operations  Vs  Objective’* 


Range 

Potential  Objective 

Peace 

•  Deter  crisis 

•  Control  crisis  escalation 

•  Project  powr 

•  Promote  peace 

•  Battlespace  preoaration 

MOOTW 

•  Maintain  peace 

•  IDeftise  crisis 

•  Deter  conflict 

•  Preparation  of  battlespace 

Conflict 
and  War 

•  Degradation  or  destruction  of  adversary 
information  systems  and  their  (human 
element)  will  to  fight 

•  Help  dominate  combat  operations  and 
influence  the  adversary  to  terminate 
hostilities  on  terms  favorable  to  the  US 

Ta 

ble  5:  Level  of  Operations  Vs  Objective” 

Level 

Objective 

Strategic 

•  Engage  adversary  or  potential  adversary 
leadership  to  deter  crisis  and  end 
hostilities  once  they  occur,  (actions 
against  elements  of  adv'ersary  national 
pow'cr,  political,  military,  economic,  and 
informational) 

Operational 

Focused  on  adversary  or  potential  adversary  in 
combatant  commander’s  area  of  responsibility 
(AOR) 

•  Maintaining  peace 

•  Deterring  crisis 

•  Failing  deterrence,  supporting  quick 
resolution  of  hostilities  on  terms  favoraWe 
to  the  United  States 

Tactical 

Conducted  by  Joint  Task  Force  com  manner 
with  in  assigned  joint  operations  area 

•  Deny  or  disrupt  adversary’s  use  of 
information  and  information  systems 
relating  to  C2,  intelligence,  and  other 
critical  information-based  processing 
directly  related  to  conducting  military 
operations 

•  Affect  the  will  of  an  adversary’s  forces  to 
resist 

•  Deny  an  adversary’s  use  of  the  affected 
_  populace  for  adv’antageous  Durooees 

capabilities  prior  to  an  information  or  information  systems  attack  [Joint  Pub  3-13,  1997:  0-2-11-3].  These 


Joint  Publication  3-13  (Draft),  Joint  Doctrine  for  Information  Operations,  21  Jan  1997.  p.  0-14-0-17. 
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targeting  objectives  are  shown  in  Table  6. 


Joint  Publication  3-13  states  that  offensive  10  can  be 
effective  against  all  elements  of  national  power  and 
that  all  elements  should  be  considered  with  respect  to 
desired  objectives  when  targeting  [Joint  Pub  3-13, 
1997. 11-25].  To  this  end,  three  target  areas  are 
identified,  the  human  decision  process,  the 
information  and  information  systems  used  to  support 
decisionmaking,  and  the  information  and  information 


Spectrum  of  Information  Operations  Objectives 


DncrWu' 

•  Afftct  Infrastructuni 
•  Disrupt  WMO  Program 
•  Support  Psscs  Ops 

«  Exposs  Enemy  OecspCton 


Str8te9lc 

Opsrstionst 

Tactical 


Protect  GCCS 


Decapitate  Enemy  NCA/MIL 
Commaiuters  from  Forcos 

*  Disintetpate  lAOS 

*  Dsstroy/Decrade 
Tactical  C2 


PEACE  ^ 


WAR 


Figure  20:  lO  Objectives^® 


systems  to  implem^t  the  decisions  made  [Joint  Pub  3-13,  1997- 11-25] 

I  Principles  of  Offensive  Information  Oppniti»nc  ' 

The  human  and  associated  decisionmaking  processes  are  the  ultimate  target  for  tn  nm-nri,.*  ir\  • 

seamlcsTpSo^  “ 

"■i'i'-y  and 

Offensive  lO  may  be  the  main  or  supporting  element  of  a  JFC’s  campaign  or  operation. 

Offensive  lO  in  suRxirt  of  a  JFC’s  campaign  or  operation  may  include  planning  and  execution  hv  non  nnr^ 

In  order  ndeqnnnd,  nrOKk  i„f„m.n.io. ami  i„fonr„i,„  ^ 

a.  I^termne  the  ad\ersar> ’s  valuaUon,  use,  and  flow  of  infonnaUon 
e  ■“"“"a  Of  an  adrerrarj's  intormation  or  infonnalion  Mens. 

d  Evaluale  .he  rSleTs^ffie  '''ol  of  confidence. 

Figure  21:  Principles  of  Offensive  Information  Operations** 
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Joint  ^ication  3.[3  ^),  Join,  Doctnne  for  Infomntion  Opentions.  21  Jan  1997  „  ll.ia  n  ai 
Joint  Pubhcauon  3-13  Inint  _ •  jan  lyy/,  p.  11-18-0-21. 


»  Joint  Wcafion  3-13  (Draft',;  Join,  Boariin'  foi  J 

Joint  IhrbUcanon  3-13  (DnJt).  Join,  Docuine  for  Infornntion  SoS  21  mi.  ^du-, 
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Joint  Publication  3-13  recognizes  the 
potential  eventuality  that  offensive 
10  against  adversary  information 
systems  and  their  will  (human 
element)  to  fight  may  not  take  place 
in  the  same  physical  battlespace  or 
be  conducted  in  the  same  time  frame 
as  the  combat  qjerations  they 

support.  Despite  this,  these  operations  must  be  thoroughly  synchronked  with  the  supported  combat 

operations  (Joint  Pub  3-13,  1997:  n.l91.  Part  of  this  ssuchronization  involves  strategic  targeting 
(derations. 

Strategic  targeting  of  10  may  involve  direct,  indirect,  and  supporting  attacks.  He  authors  of  Joint 
PubUcation  3- 1 3  state  that  most  targeting  will  involve  direct  attacks  on  the  information  and  information 
systems  within  the  elemesits  of  national  power  that  will  cause  an  adversary  or  potential  advematy  to  make 
decisicrts  favorable  to  the  US  Further,  most  offatsive  10  targeting  is  expected  to  be  a  logical  extension  of 
the  peacetime  10  planning  [Joint  Pub  3-13,  1997: 11-26-11-27] 


Table  6:  Targeting  Objectives^ 


I  Targeting  Level 

Target  Objectives 

1  Strategic 

To  act  on  an  adversary’s  center(s)  of  gravity  within 
the  elements  of  national  power: 

•  Deter  Adversary  or  potential  adversary  from 
actions  leading  to  the  outbreak  of  hostilities  or 
other  activities  (military  or  non-military)  not 
in  the  best  of  the  US 

Response 

Support  in  initial  10  objectives  and  follovi-on 
attacks  based  on  BDA  or  support  of  defensive  10 

“  Joint  Publication  3-13  (Draft),  Joint  Doctrine  for  Information  Operations,  21  Jan  1997,  p.  0-25-0-28 
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VI.5.2.  Defensive  Information  Operations 


Defensive  information  operations  coordinate  protection  and  defense  of  the  information,  information-based 
processes,  and  information  systems  critical  to  military  operations  [Joint  Pub  3-13,  1997:  III-l],  Using  this 
description,  the  hiunan  decisionmaking  processes  are  included  as  an  information-based  process  and  the 
information  systems  include  traditional  C4  systems,  weapon  systems  and  infrastructure  systems. 

Protection  is  offered  by  integrating  and  coordinating  policies,  procedures,  operations,  personnel,  and 
information  assurance  technology.  Timely,  accurate,  and  relevant  information  access  are  ensured  while 
denying  access  by  an  adversary  to  friendly  systems  [Joint  Pub  3-13, 1997:  III-2]. 

Information  assurance  (lA)  is  a  new  term.  lA  protects  and  defends  information  and  information  systems  by 
ensuring  their  availability,  integrity,  identification,  and  authentication,  confidentiality,  and  non-repudiation 
to  include  information  system  restoration.  The  means  of  information  assurance  include  protection, 
detection,  and  reaction  capabilities  employing  firewalls,  secure  servers,  and  intrusion  detection  software 
[Joint  Pub  3-13, 1997:  III-2-III-3]. 


To  implement  10  under  Joint  Pub  3-13,  defensive  10  must  operate  in  conjunction  with  offensive  10,  this  is 
represented  in  the  hierarchy  extracted  from  Joint  Publication  3-13,  shown  in  Figure  22.  Integration  will 
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Figure  22:  laformation  Operations  Hierarchy  extracted  from  Joint  Publication  3-13 
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prov,<le  ttaely  response  to  potential  threats.  Complete  integrauon  (presumably  from  training  through 

practice  and  employment  cycles)  as  outimed  in  Jomt  Pub  3-13  anticipaus  that  the  four  central  processes  of 
defensive  \0— protect,  detect,  restore,  and  respond  me  uniformly. 

nre  scope  of  these  defensive  measures  is  larger  than  the  uniformed  services  themselves;  requiring  close 

cooperation  between  military  and  non-mrlitao.  organizations  (also  shown  in  Figure  22),  The  scope  is  more 

formally  addressed  as  the  mformMm  emdronmcnr-bounded  by  what  is  critical  to  joint  force  operations 
[Joint  Pub  3-13,  1997:  ni-6J. 

Hre  m/ormonon  emrronmenr  that  is  oritical  to  the  join,  force  is  a  combination  of  physical  systems  and 
focilities,  and  the  more  abstract  intelligence  processes.  The  protection  of  this  environment  is  rooted  in  risk 
management;  assessment  of  information  needs,  value,  and  system  vulnerabilities;  all  of  vririch  can  change 
from  one  militaryphasetotiie  next  (Join,  Pub  3-13,  1997:  m-d-IU-?],  Join,  force  commanders  implement 

an  rnformation  emnro.mem  pro, ecaon  process  by  developing  common  poUcies,  procedures,  esteblishing 
technical  capabilities,  and  focusing  operations,  to  include  defensive  10  objectives  [Joint  Pub  3-13  1997 

m-s]. 


The  procedures  to  implement  defensive  10  include  education,  tiaining,  and  awareness;  risk  nwnsg - - 

mtelhgence  support  (threat  assessment),  counterdeception  operations,  counter-psychological  operations, 
Pubhc  Aflairs,  command  infonnation  programs,  security,  vulnerability  analysis  and  assessments,  and  by 
applying  Infonnation  Assurance  (U)  capabilities  (infomration  security,  computer  security,  communication 
security,  and  electronic  protection)  (Figure  22)  [Joint  Pub  3-13,  1997: 10-6-111-16]. 

The  detection  process  is  addressed  by  theArwct  ZJcrecrron  Process  in  Joint  Publication  3-13  The  speed 
and  range  of  inforination  attacks  has  generated  foe  need  for  automated  detection  and  automated  fomat- 
mitigation  systems.  Timely  attack  detection  and  repotting  are  the  keys  hy  whu*  to  initiate  restoration  and 

foe  attack  response  processes  (Jomt  Pub  3-13,  1997:01-16),  The  identified  elemente  of  foe  attack  detection 

process  mclude;  information  system  developers,  infonnation  system  providers  and  administrators, 
infonnation  users,  information  system  users,  Uw  enforcement,  and  inteUigence  [Join,  Pub  3-13, 1997:  in- 
16-10-17],  The  role  of  intelagenoe  includes  intelligmce  support  functions  including  indicators  and 
warnings,  forea,  assessmem  process,  probability  of  adversary  10  actions,  and  adversary  capabilities, 
nrtents,  motives,  goals,  objectives,  dispositions,  military  and  non-military  10  activities,  and  mobilization 
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status  [Joint  Pub  3-13,  1997: 111-17-111-20], 


For  attack  indicator  and  warnings  and  threat  assessments  to  be  eflFective,  they  must  be  disseminated.  TTie 
need  is,  then,  for  a  reporting  structure  designed  to  alert  managers  and  administrators  at  all  levels  of 
abnormalities.  TTie  systems  structure  to  be  linked  to  intelligence,  law  enforcement,  policy  makers,  and  the 
information  systems  community,  both  government  and  commercial  [Joint  Pub  3-13, 1997:  01-20] 

The  restoration  process  of  defensive  10  is  termed  the  Capability  Restoration  Process.  This  reUes  on 
preestablished  mechanisms  to  form  prioritized  restoration  of  minimum  essential  capabilities  [Joint  Pub  3- 
13,  1997:  ni-20].  The  means  include,  information  backup,  redundant  links,  or  even  alternative  means  of 
information  transfer  [Joint  Pub  3-13,  1997:  01-21].  Emergency  response  teams  have  formed  termed  by 
Joint  Pub  3-13  as  Computer  Emergency  Response  Teams  (CERTs)  to  repair  and  mitigate  attack  damages. 
Further,  cm-lme  or  deployable  restoraticm  assistance  is  altering  into  restoration  processes.  Situational 
awareness  is  provided,  in  part,  by  automated  alerting  mechanisms  that  protect  and  alert.  System  resources 
mventory  is  also  identified  as  a  means  to  detect  implanted  weapons.  Finally,  post-attack  analysis  will 
provide  vulnerability  assessment;  aiding  in  future  protection  [Joint  Pub  3-13,  1997;  10-21-01-23] 

The  final  process  of  defensive  10  is  the  Attack  Response  Process.  The  Attack  Detection  Process  triggers 
the  response  process.  Once  triggered,  the  actors  and  motives  are  assessed,  establishing  cause  and 
con^Ucity.  Attack  response  direcUy  counters  information  attack  threats  and  aihances  deterrence  [Joint 
Pub  3-13,  1997;  10-23].  The  level  of  deterrence  is  subject  to  national-strategic  decisions  regarding  the 

application  of  flexible  deterrent  options.  The  response  options  include  law  enforcement  and  milhaiy  forces 
[Joint  Pub  3-13,  1997;  01-24]. 


The  structure  of  the  hierarchy  extracted  from  Joint  PubUcation  3-1 3  is  substantiaUy  differait  from  that  of 

Joint  Publication  3-13.1.  The  extracted  hierarchy  appears  to  meet  the  requirements  of  an  objectives 

hierarchy,  subject  to  delineation  of  the  means  objectives.  Potential  conflict  exists  between  the  Information 
Environment  Protection  and  Attack  Detection  and  Attack  Response.  Counterpsychological  and 
counterdecepUon  operations  may  not  be  mutuaUy  exclusive  with  Attack  Response.  InteUigence  support  to 
Information  Environment  Protection  may  not  be  mutuaUy  exclusive  to  Intelligence  in  Attack  Detection. 

These  and  other  questions  are  answered  by  framing  the  decision  and  associating  means  objectives  with  the 
fundamental  objectives  as  prqjosed  in  Figure  22. 
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A  s^lar  question  occurs  on  the  offenstve  10  side  of  the  figur^is  OPSEC  mutually  exclusive  with  the 
rest  of  the  objectives  or  ,s  it  a  means  for  all  ethers?  This  question  is  addressed  by  reviewing  the  Joint 
Publication  on  C2W,  since  this  part  of  the  hierarchy  steins  from  that  documeot.  In  &«,  Joint 
Publication  3-13  expliciUy  references  Joint  Publication  3.13.1.  Joint  Doctrine  for  Command  and 

Control  Warfare  (C2W)  as  part  of  the  current  structure.  Because  of  this,  the  final  step  m  forming  the 
initial  decision  frame  is  to  review  C2W  doctrine. 
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VI.6.  Joint  Publication  3-13.1 


With  the  definitions  either  being  developed  or  replaced  by  new  definitions  in  Joint  Publication  3-13,  the 
level  of  development  and  analysis  of  C2W  doctrine  will  be  more  terse;  focusing  on  the  values  represented  in 
the  documait.  The  scope  of  this  documait  is  rqjresaited  by  the  definition  of  C2W;  the  integrated  use  of 
psychological  (derations,  military  deception,  iterations  security,  electronic  warfere,  and  physical 
destruction,  mutually  supported  by  intelligence,  to  deny  information  to,  influence,  degrade,  or  destroy 

adversary  C2  capabilities  while  protecting  friendly  C2  capabilities  against  such  acUons  [Joint  Pub  3-13.1, 
1996:  v.].“ 

Joint  Pub  3-13. 1  identifies  the  overall  strategic  target  of  C2W  as  the  information  dependent  process, 
whether  human  or  automated  [Joint  Pub  3-13.1,  1996: 1-5].  This  is  extended  by  the  identification  of  people, 
decisionmakers  at  all  levels,  as  the  most  important  part  of  any  information  system  [Joint  Pub  3-13.1,  1996: 
I-l].  The  definition  of  information  systems  is  similar  to  that  found  in  Joint  Publication  3-13;  similar 
eoou^  to  be  interchangeable  for  the  purposes  of  this  paper. 

As  for  the  scope  of  operations,  three  categories  of  the  information  infrastructure  are  defined  in  Joint 
Publication  3-13.1;  the  global  information  infrastructure  (GII),  the  national  information  infrastructure 
(Nil),  and  the  defense  information  infrastructure  (DII).  The  GU  is  the  worldwide  interconnection  of 
communications  networks,  computers,  databases,  and  consumer  electronics  that  make  information  avaUable 
tousers  [Joint  pub  3-13.1,  1996:1-2].  TTus  definition  includes  the  people  who  operate  and  consul 
information  as  a  critical  component  of  the  GII.  While  no  specific  delineation  of  the  ND  is  presented,  the 
definition  of  DII  is  clarified.  The  DII  is  the  shared  or  interccnnected  system  of  computers, 
communications,  data  appUcations,  security,  people,  training,  and  other  support  structures  serving  the 
DOD's  local,  national  and  worldwide  informaticm  needs  [Joint  Pub  3-13.1,  1996: 1-3].  These  definhions 

serve  as  a  means  to  discern  the  ownership  of  systems  and  processes,  though  all  three  are  inextricably 
intertwined,  making  aU  relevant  to  10. 


C2W  IS  defined  to  be  an  application  of  information  warfare,  now  termed  infoimation  operations.  As  such, 
it  IS  composed  of  both  offensive  and  defensive  actions;  C2-attack  and  C2-protect.  The  range  of  C2W 


^  J^t  doct^  exirt  for  many  of  the  elements  of  C2W:  unclassified  ones  will  be  used  to  support  increasing  levels 
of  detail  in  the  latter  dev  elopments  of  this  paper  but  will  be  e.xcluded  in  the  framing  of  the  doSon  iS 
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COMMAND  AND  CONTROL  WARFARE  APPLlCABtLfFY  ; 
TO  THE  RANGE  OF  MILITARY  OPERATIONS 


FiGHT  &  WIN 


DETER  WAR  S. 
RESOLVE 
CONFLICT 


I  LAHGE*SCALE  COMBAT'  ,  \ 
I  ■  OPERATIONS: 
j  AttSSCK  ■  ' 

I  Dtsisrid 


I  ?mce  Enfofcarr^ert  /  MED  ' 

I  StfiHesV  Raids./  Stm-A'*  of .For-Cfi'- 
ICoun>lertarK>n^m  /  PeatB^{?Bplng 

I  Dn*jntBrmsu.f9*^noy  ,0- 


operations  is  best  represented  in  Figure  23.  The 
extracted  hierarchies  for  both  offensive  and 
defensive  C2W  as  part  of  the  larger  C2W 
hierarchy  are  shown  in  Figures  24  and  25. 

Within  theater  operations,  effective  C2W 
provides  the  joint  force  commander  the  ability  to 
shape  the  adversary  commander's  estimate  of  the 
situation.  Further,  successful  C2W  will 
contribute  to  the  security  of  friendly  forces, 
bring  the  adversary  to  battle  (if  appropriate)  at  a 
disadvantage,  help  seize  and  maintain  the 
initiative,  enhance  freedom  of  maneuver, 
contribute  to  surprise,  isolate  the  adversary 
forces  from  their  leadership,  and  create  opportunities  for  a  systematic  exploitation  of  adversary 
vulnerabilities  [Joint  Pub  3-13.1,  1996: 1-5-I-6].  Effective  C2W  operations  will  also  influence,  disrupt,  or 
delay  the  adversary's  decision  cycle.  By  synchronizing  C2W  operations  it  should  be  possible  for  the  joint 
force  commander  to  operate  inside  the  adversary's  decision  cycle  [Joint  Pub  3-13.1,  1996: 1-6].  To  enable 
exploitation  of  these  opportunities,  OPSEC,  PSYOP,  military  deception,  electronic  warfere,  and  physical 
destruction  must  be  understood  and  integrated.  To  this  end,  the  definitions  and  objectives  are  summarized 
in  Figure  26.  Treating  these  definitions  and  objectives  a  an  exhaustive  set,  the  formal  decision  opportimity 
framing  is  completed,  leading  to  the  formation  of  the  value  hierarchy. 


Figure  23:  Command  and  Control  Warfare  Applicability  to 
the  Range  of  Military  Operations^"* 


Joint  Publication  3-13.1,  Joint  Doctrine  for  Command  and  Control  Warfare  (C2W),  7  Feb  1996,  p.  1-5. 
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Figure  24:  C2W  Extracted  Hierarchy:  C2  Attack 
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Figure  25:  C2W  extracted  Hierarchy:  C2  Protect 


IElemenis  ofCommand  and  Control  Warfare 

.naw.-hi^hrea, 

fauJo  decisions,  based  on  insufficiem  infon^Son  aXte  '» 

Additionally,  OPSEC  planner  mus.  workT^nTX  affai^,??,ra"S^^^^  f 

Cd,iea,i.dot.„a.ioncan,..d^nby.,.di,iona,n.easn^r^^^^^ 

audiences  the  mission,  intent,  and  combat  power  of  the  joint  force  ^well  a!lh  ^  arti^ate  to  appropnate  foreign 
government’s  role  and  aaions  during  operahons  t  Td  i  curb  unreasonable  expectations  about  the  US 

reinforce  apparent  perceptioi;^  S  aSrsow  and  nu^  the  effects  of  military  deception, 

adversary  command  control  communications  and  intelligence  coUect^S'lnSJS'^nd  messages  to 

with  surrender  appeals,  and  magnify  the  image  of  US  suiriorib-  PSYOP’s  maS  fire  demonstrations 

packets  can  also  be  developed  by  PSYOP  specialists  to  imnttttlLe  WenSJlu'^i7S^L5°?Xn^ 

militat,  deception  in  ^pott  of  “t S°"“  Soals  of 

intelligence)  fn  »ays  wS  ate  San^^tc^SI^  aStS^eJ '  T  “"’'T  f 

intentions  and  to  achieve  s«n>n“  t^n^bon  K  ^  ^  “'““J 

exploited  at  a  Uttte  cho^nT^jofn  “ot  Lt  ^ 

delayed  actions.  In  suRwrt  of  C2-protect  can  heln  nrotpri  thf.  •  ■  °^'^^combat  power  with  inaRiropriate  or 
conttnander  about  friendly  C2  capabiliUes  andtot  Umitations.  ""''“lliae  an  adversaiy 

commander;  and  electronic  warfare  suDtxirt  tES)  conirihntino  f’  iv.  ■  ■  electromagnetic  spectrum  to  the  joint  force 
situation  in  the  operational 

informaUon  required  to  locate  and  ideSfy  C2  n^  aS  J  ^  .nformation  can  provide  real-time 

insupport  ofC2-attack  can  be  in  theSofial^nrfili”^^^  ES  can  also  support  SIGINT  production.  EA 

of  C2-attack  protects  the  electromagnetic  soectrum  d^ption,  and  C2  node  destruction.  EP  in  support 

List.  Electronic  warfare  in  suR»rt  of  C2-protect  also  emolovs  airfhre^**f'  emplo)TOent  of  the  Joint  Restricted  Frequenej- 
to  monitor  for  impending  adversary  attack  on  C2  nodes  E A  in  a  n  ^r  ri  ”  suRwrt  of  C2-protect  can  be  used 

elearomagnetic  <£eption.  or  dir^^lneri  wLS^or  at  mSr  the  forma  of  jamming, 

f.endlyforcesfrome.xp.oitaUonviaSloS?a:^^^^^^^^ 

“  ckt?t^SetaTedT2w”e^^  "8"^ 

use  of  “hard  kill”  weapons  for  a  purpose  other  than^Sial  destnirt  weapons  effects  are  e.\amples  of  the 

Normally,  physical  destruction  would  target  identified  C2  nodes  However”nf'v  **i^°*^^  mtegrated  C2W  plan, 
other  than  adversary  C2  nodes  in  suprxirt  of  one  or  more  of  the  oth”  element  ** 

_  _ 

Figure  26:  The  Elements  of  C2W“ 


Joint  PubheaUon  3-13.1,  Joint  Doctrine  for  Command  and  Control  Warfare  (C2W),  7  Feb  19%,  pp.  ff-l-D-S. 
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VII.  Framing  the  Decision 


As  defined  earlier,  a  decision  is  framed  by  defining 
both  the  decision  context  and  the  strategic 
objective  this  was  represented  in  Figure  27.  With 
all  the  necessary  textual  review  completed,  we 
now  proceed  to  frame  the  decision  and  develop  a 
value  hierarchy  for  the  information  realm. 

VII.1.  Selecting  a  Decision  Context 

In  selecting  the  decision  context  it  is  reasonable  to 
select  the  largest  possible  context,  in  feet  it  is  the  reason  for  selecting  value-focused  thinking  in  the  first 
place.  The  broadest  of  all  the  implied  and  stated  contexts  is  that  of  Joint  Publication  3-13.  Information  is 
to  be  considered  a  strategic  resource,  vital  to  national  security  [Joint  Pub  3-13,  1997: 1-33].  Information 
warfere  is  divided  into  information  operations  and  information  warfere  associated  with  a  continuum  of 
conflict.  Information  operations  are 
conducted  continually  both  defensive  and 
offensive  [Joint  Pub  3-13,  1997:  II-l]. 

This  requires  an  expansion  of  decision 
context,  beyond  what  was  argued  earlier 
as  the  span  of  control  of  the  military  (see 
Figure  28).  In  the  text  of  Joint 
Publication  3-13,  the  support  of  national 
military  strategy  is  stated  to  require  the  Figure  28:  Partners  in  IW 

support,  coordination,  and  participation  by  other  US  government  agencies  as  well  as  commercial  industry. 
Further,  it  is  stated  that  while  DOD  information  flows  depend  on  commercial  infrastructures,  the  protection 
of  these  falls  outside  the  authority  and  responsibility  of  the  DOD  [Joint  Pub  3-13, 1997: 1-22].  This  must 
be  included  in  the  information  environment,  the  global,  national,  and  defense  information  infrastructures 
(GII,  Nil,  and  DII  respectively). 

Joint  Vision  2010,  OPR,  chairman  of  the  Joint  Chiefs  of  Staff,  Pentagon,  Washington,  DC  20318-5126,  p.  26. 


Figure  27:  Full  Spectrum  Dominance,  The  Strategic 
Objective  of  Joint  Vision  2010^^ 
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The  other  parts  of  this  context  are  those  things 
that  are  valued.  Defensively,  the  information, 
information  systems,  and  information-based 
processes  within  the  GII,  Nil,  and  DII  are  those 
elements  important  to  national  security. 

Offensively,  the  adversary  decisionmakers  or 
potential  adversary  decisicmmakers  are 
unportant.  In  both  cases,  accessibility  is  via 
information,  informatiOT  systems,  and 
information-based  processes.  While  defining 
these  terms  limits  the  scope,  the  scope  must  still 
be  broad  enough  to  cover  the  entire  information 
environment,  as  defined  in  Figure  29. 

It  is  prqjosed  that  the  information  envirwiment 
is  spanned  by  informatiOT,  informatiOT-based 
processes,  and  information  systems.  This  author 
believes  that  information-based  processes  and 
information  systems  are  distinctly  differoit. 

These  are  differentiated  by  requiring  that 
information-based  processes  add  value  to 
information  with  respect  to  the  decisionmaking 
processes  and  that  information  systems  act  cm 
and  return  information  without  adding  value  to 
the  decisionmaking  processes.  Presenting  an  alternate  and  equivalent  defirution  of  infoimation  from  those 
previously  offered,  information  is  defined  for  this  analysis  as  data  and  the  semantic  meaning,  presenting  an 

opportunity  to  more  readily  identify  information  from  the  information  functions  that  support  information- 
based  prcx:esses. 


PefinitiOTs  Used  to  Hein  Define  the  Decision  Context 

Information  -  Facts,  data,  or  instructions  in  any  medium 
or  form.  Also,  the  meaning  that  a  human  assigns  to  data 
b>'  means  of  the  known  conventions  used  in  their 
representation  (Joint  Publication  1-13  and  3-13.1).  Data 
and  the  instructions  required  to  give  that  data  meaning 
(AF/TN  White  Paper) 

Information  System  -  The  organized  collection, 
processing,  transmission,  and  dissemination  of 
information,  in  accordance  with  defined  procedures, 
whether  automated  or  manual  (Joint  Publication  3-13.1). 
The  entire  infrastructure,  organization,  personnel,  and 
components  that  collect,  process,  store,  transmit,  display, 
disseminate,  and  act  on  information  (Joint  Publication  3- 
13  and  3-13.1).  Joint  Publication  3-13,  however,  defines 
the  information  sv’stem  to  include  the  information-based 
processes  or  sub-processes  (Joint  Publication  3-13).  Any 
physical  component  used  to  acquire,  transmit  store,  or 
transform  information  (AF/IN  White  Paper). 

Information-Based  Processes  -  Processes  that  collect, 
analyze,  and  disseminate  information  using  any  medium 
or  form.  These  processes  may  be  stand-alone  processes 
which,  taken  together,  comprise  a  larger  system  or 
s>  stems  of  processes.  Information-based  ftrocesses  are 
included  in  all  systems  and  components  thereof  that 
require  facts,  data,  or  instructions  in  any  medium  or  form 
to  perform  designated  functions  or  provide  anticipated 
services  (Joint  Publication  3-13).  The  activities  involved 
in  the  acquisition,  transmission,  storage,  or 
transformation  of  information  (AF/IN  White  Paper). 

Information  Environment  -  The  aggregate  of  individuals, 
organizations,  or  sv’stems  that  collect,  process,  or 
disseminate  information;  also  included  is  the  information 
itself  (Joint  Publication  3-13).. 


Figure  29:  Collective  Definition  Used  to  Frame  the 
Decision**^*’’* 


^  Joint  Publication  3-13  (Draft),  Joint  Doctrine  for  Information  Operations,  21  Jan  1997  p.  1-23. 

^  Joint  Publication  3-13  (Draft),  Joint  Doctrine  for  Information  Operations,  21  Jan  1997.  p.  1-17  1-19. 

^  AhSh^m  Command  and  Control  Warfare  (C2W).  7  Feb  1996,  p.  GL-8 

Abraham,  Arnold,  Au  Force  Intelligence  and  InfonnaUon  Warfore,”  AF/IN  White  Paper,  1  Mar  19%  p  6 
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Finally,  by  applying  these  definitions,  a  decision  context  is  offered:  The  information,  information  systems, 
and  mformation-based  processes  that  are  important  to  national  security,  permit  the  ability  to  access  and 
influence  adversary  or  potential  adversary  and  friendly  decisionmakers  either  human  or  automated. 
Accepting  along  with  this  decision  context,  a  caveat,  that  is  identified  in  Joint  Publication  3-13;  “10  may 

mvolve  complex  legal  and  policy  issues  requiring  careful  review  and  natiwial-level  coordination  and 
approval,”  [Joint  Pub  3-13,  1997: 1-2], 


Vn.2.  Selecting  a  Strategic  Objective 


Figure  30:  Proposed  Decision  Frame 

IW  that  serves  as  its  component  of  the  joint  hierarchy  is  “to  dominate  the  information  realm.”  Using  the 
definition  of  Joint  Publication  3-13,  that  information  is  a  critical  resource,  and  the  declarations  in  both  the 
AF/IN  White  Paper  and  Cornerstones  of  Information  Warfere  that  information  is  indeed  a  separate  realm, 

this  seems  acceptable  as  on  overarching  strategic  objective  [Joint  Pub  3-13,  1997: 1-33]  [Abraham,  1996: 
ll][WidnaU:  2]. 

TTie  proposed  decision  frame  is  shown  in  Figure  30  by  projecting  the  strategic  objective  (to  dominate  the 
mformation  realm)  onto  the  set  of  all  acceptable  and  feasible  alternatives  for  accomplishing  the  strategic 
objective.  TTiese  alternatives  are  conceptuaUy  the  information,  information  systems,  and  information-based 
processes  that  are  significant  to  the  military  decisionmaking  processes,  both  friaidly  and  hostile. 


From  a  joint  perspective.  Joint  Vision’s  Full 
Spectrum  Dominance  is  the  overarching 
strategic  objective,  accomplished  throu^ 
successful  implementaticm  of  the  four 
(^eraticmal  ccmcepts  identified  in  JV  2010 
(Figure  27)  [JV  2010,  26].  Full  Spectrum 
Dominance  implies  that  all  realms  (air,  land, 
sea,  space,  and  information)  will  be  dominated. 
Using  this,  then  the  fundamaital  objective  of 
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VIII.  Forming  the  Value  Model 


While  all  the  documents  reviewed  present  objeaives  for  information  warfere  either  directly  or  implicitly, 
none  provide  a  fundamental  value  hierarchy  that  is  direcUy  applicable  to  a  VFT  analysis,  foint  Publication 
3-1 3  is  closest  to  meeting  this  requirement  and  will  serve  as  the  basis  for  much  of  the  work  to  follow. 

Recalling  that  a  value  hierarchy  requires  objectives  that  are  mutually  exclusive  and  that  collectively  fiilSIl 
the  strategic  objective  in  an  exhaustive  manner,  a  value  hierardty  if  formed  from  the  values  extracted  from 
the  reviewed  “gold  standards,"  To  this  end,  the  doctrinal  documents  mentioned  previously  have  been  fit 
into  a  hierarchical  network  with  respect  to  the  originating  authority,  chronological  release,  an  scope  His 
network  demonstrated  that  none  of  the  doctrines  met  the  requirements  of  a  pure  value  hierarchy.  Ihey  also 
demonstrated  that  information  is  as  different  of  a  realm  as  air,  space,  land,  and  sea.  Analysis  demonstrated 
that  at  the  highest  level  of  joint  doarine,  information  superiority  is  not  independent  of  dominant  Maneuver 
Precision  Engagement,  Full-Spectnun  Protection,  and  Focused  Logistics;  indicating  that  i-fom,..!- 
warftre  value  model  must  be  sought  outside  of  this  context  With  no  doctrine  existing  that  meets  these 

criteria  directly,  a  value  hierarchy  must  is  created  as  a  preliminary  step  in  the  process  of  developing 
measures  of  merit  using  VFT. 
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VIII.l.  The  Information  Realm 

The  Air  Force  Intelligence  White  Paper  titled 
"Information  Warfare"  divides  the  information 
realm  into  three  elements;  information  (data 
and  semantic  meaning),  information  systems 
(systems  that  convey,  store,  collect, 
disseminate  informatics  with  out  adding 
value),  and  information  functicms 
(actions/aihancements  that  add  value  to  the 
information).  These  three  elements  initially 
appear  to  be  collectively  exhaustive  and 
mutually  exclusive  and  ccmsistait  with  other 
doctrinal  publications. 


VIII.2.  Battlespace  Awareness 

It  is  also  useful  to  align  these  three  elements 
with  other  commco  definitions  that  are  both 
curraitly  accepted  and  reflect,  in  part,  the 
values  of  the  decisitmmakers.  To  this  end,  the 
prq)osed  decisics  fiame  elemait  of 
information-based  processes;  defined  as  a 
processes  that  add  value  to  information  (data 
and  semantic  meaning),  is  considered  with  the 
concepts  of  dominant  battle-space  awareness 
fi’om  JV  20 1 0  and  intelligence  preparation  of 
the  battlespace  (IPB)  from  Joint  Publication  3- 

13.  For  COTsistency,  the  concq)ts  of  mapping 

the  virtual  battlespace  are  included  from  the 
AF/IN  White  Paper  and  the  commander's 
estimate  is  included  fi-om  Joint  Publication  3-13. 


I  Definitions  Related  to  Information-Based  Prrvyco»t 

Dominant  Battlespace  Awareness  -  Impro\ements  in  information 
and  s>  stems  integration  technologies  will  also  significantly 
impact  future  military  operations  b\  providing  decisionmakers 
with  accurate  information  in  a  timely  manner.  Information 
technology  will  improve  the  abilitv'  to  see,  prioritize,  assign,  and 
assess  information.  The  fusion  of  all-source  intelligence  with  the 
fluid  integration  of  sensors,  platforms,  command  organizations, 
and  lopstics  support  centers  will  allow  a  greater  number  of 
operational  tasks  to  be  accomplished  faster.  Adv'ances  in 
computer  processing,  precise  global  positioning,  and 
telecommurucations  will  provide  the  capability  to  determine 
accurate  locations  of  fiiendly  and  enemy  forces,  as  well  as  to 
collect,  process,  and  distribute  relevant  data  to  thousands  of 
locations.  Forces  harnessing  the  capabilities  potentially 
available  from  this  system  of  systems  will  gain  dominant 
battlespace  awareness,  an  interactive  “picture”  which  will  yield 
much  more  accurate  assessments  of  fiiendly  and  enemy 
OfKrations  within  the  area  of  interest.  Although  this  will  not 
eliminate  the  fog  of  war.  dominant  battlespace  awareness  will 
improve  situational  awareness,  decrease  response  time,  and 
make  the  battlespace  considerably  more  transparent  to  those  who 
achieve  it  [JV  2010:13]. 

Intelligence  Preparation  of  the  Battlespace  -  An  analytical 
methodology  employed  to  reduce  uncertainties  concerning  the 
enemy,  environment,  and  terrain  for  all  types  of  operations. 
Intelligence  preparation  of  the  battlespace  builds  an  extensive 
database  for  each  potential  area  in  which  a  unit  may  be  required 
to  operate.  The  database  is  then  analyzed  in  detail  to  determine 
the  impact  of  the  enemy,  environment,  and  terrain  on  operations 
and  presents  it  in  graphic  form.  Intelligence  preparation  of  the 
battlespace  is  a  continuing  process  [Joint  Pub  3-13:  GL-12]. 

Mapping  the  Battlespace  -  Real-time  awareness  of  the  location, 
status,  and  intentions  of  the  adversaiy,  established  by  penetrating 
his  virtual  landscape  to  include  communication  networks,  nodes, 
computer  technology,  and  cognitive  interaction  [Abraham-  i  ij. 

Commander 's  Estimate  of  the  Situation  -  A  logical  process  of 
r^soning  Iw  which  a  commander  considers  all  the 
circumstances  affecting  the  military  situation  and  arrives  at  a 
d«ision  as  to  a  course  of  action  to  be  taken  to  accomplish  the 
nussion.  A  commander’s  estimate  which  considers  a  military 
situation  so  6r  in  the  future  as  to  require  major  assumptions  is 
called  a  commander’s  long-range  estimate  [Joint  Pub  3-13. 1 : 
GL-5].  _ 

Figure  31:  Existing  Definitions  Associated  with  Information- 
Based  Processes 


1  The  definitions  and  apprqiriate  discussions  from  the 
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par«it  documents  are  presented  in  Figure  3 1 


Dominant  batttepace  awarcaeas  (DBA),  though  not  fonnally  defined  in  JV  2010.  is  described  as  an 
interactive  piaute  which  will  yield  much  more  accurate  assessments  of  friendly  and  enemy  opetations 

wtthin  the  area  of  interest.  ITte  exact  quote,  in  context,  is  presented  in  Figure  31.  If  this  could  he  an 

overarching  objective,  then  the  other  desired  consequences;  intelligence  preparation  of  the  battlespace  and 
mapping  the  vittual  battlespace  could  be  expected  to  all  support  DBA.  Examnung  the  definkions  of  each 
DBA  seems  inclusive  of  IPB,  mapping  the  vittual  battlespace,  and  affectmgthe  commanders  estimate-  and 
M,  mapping  the  virtual  battlespace,  and  affecting  the  commander-s  estimate  are  supportive  of  DBA  No 

attempt  is  made  to  demonstrate  either  mutual  exclusivity  or  that  these  are  collectitely  exhaustive; 
decisionmakers  are  required  for  that. 

Doctrine  supports  the  concept  of  dominant  battlespace  awareness  both  at  the  conceptual  level  and 
operational  level.  Operational-level  objectives  that  support  the  proposed  overarching  objective  of  dominant 
battlespace  awareness  can,  therefore,  also  be  found  m  extsting  doctrine.  The  sUcgest  single  candidate 
doctrine  to  support  this  is  Joint  Publication  3-13  represented  in  Figure  22. 

The  three  pniposed  elements  of  the  infotmation  realm  also  suggest  that  the  mmaining  components  of  the 
decision  context,  the  infonnation  itself  and  the  infonnaticn  systems  that  collect,  store  tmnsmit  and 
disseminate  the  infonnation  are  herns  that  must  be  controlled  to  dominate  the  infotmation  realm- 
COTtrolling  the  critical  resource  of  information. 


VIII.2.1. Information  Systems 

The  infonnation  systems  of  interest  are  those  that  are 
important  to  naticaial  security,  as  shown  in  the  decision 
context.  Figure  30.  Information  systems  are  defined  as 
shown  in  Figure  32.  These  definiti(ms  are  ccrfierent  and 
mutually  supportive.  As  noted  in  Figure  29,  however, 
there  is  a  split  in  definition  regarding  the  inclusicm  of 
information-based  processes  in  Joint  Publicaticm  3-13. 
This  paper  will  treat  these  two  elemoits  as  s^arate 


Definitions  of  Infonnation  SviaeTTK 

Information  System  -  The  entire  infrastructure, 
organization,  personnel,  and  components  that 
coUect,  process,  store,  transmit,  display,  disseminate, 
and  act  on  infonnation  (Joint  Pub  3-13:  GL-1 IJ. 

Information  System  -  The  organized  collection, 
processing,  transmission,  and  dissemination  of 
information  in  accordance  with  defined  procedures, 
whether  automated  or  manual.  In  information 
warfare  this  includes  the  entire  infrastructure, 
organization,  and  components  that  collect,  process, 
transmit,  displ^,  disseminate,  and  act  on 
information  (Joint  Pub  3-13.1:  GL-81. 

Figure  32:  Information  Systems  Defimtions 
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entities  as  discussed  earlier 


The  means  for  addressing  information  systems  extends  from  C2W  doctrine  and  is  further  evolved  in 
information  operations  doctrine.  These  means  are  well  considered  within  these  documents;  therefore,  these 
documents  should  be  considered  as  a  defining  set  of  minimum  requirements  to  be  met  in  order  to  maintain 
military  sufficiency.  The  hierarchies  for  these  are  represented  in  Figures  22,  24,  and  25. 


VIII.2.2.Information  as  a  Strategic  Resource 


In  relational  database  theory,  the  minimum  unit  of  measure  is  the 
scalar:  defined  as  the  smallest  unit  of  semantic  data  [Date,  1995: 
55],  This  means  that  the  smallest  “atomic”  bit  of  information 
that  IS  useable  must  cOTtain  a  value  and  have  an  associated 
meaning  to  that  value;  much  like  a  vector.  Separating  the 
meaning  from  the  value  leaves  no  useful  information.^'  Other 
definitions  previously  examined  are  shown  in  Figure  33.  These 
are  all  consistent  with  the  definition  offered  above. 


Information  Definitions 

Information  -  Facts,  data,  or  instructions  in  any 
medium  or  form  [Joint  Pub  3-13.1;  GL-8]. 

Information  - 1.  Facts,  data,  or  instructions  in 
any  form.  2.  The  meaning  that  a  human  assigns 
to  data  by  means  of  the  known  conventions  used 
in  their  presentaUon  [  Joint  Pub  3-13.  GL-10]. 

Information  -  Data  and  the  instructions  required 
to  give  that  data  meaninn  fAbraham:  81. 

Figure  33:  Information  Definitions 


ms.  th«,,  provdes  s  means  of  usting  ,„d  classifymg  infc^apon,  tocions.  and  systems  bastei  on  a  s« 
of  mutnaUy  exclusive  definitions  Using  the  definition  of  infotmation  as  data  plus  the  semantic  infonnation 
required  to  give  meaning  to  the  data,  anything  that  affects  either  the  data  or  the  semantic  meaning  is 
aflectmg  information  Anything  that  conveys,  stores,  or  manipulates  (transfoims  data  or  signals  for 
processing)  infonnation  in  a  manner  that  does  not  add  value  to  the  informatim.  in  the  context  of  the 
dectsiornnaking  processes  is  an  information  system.  Finally,  anything  that  adds  value  to  the 
decisiomnaldng  process  is  an  infoimatiouAiased  process  Diese  developed  criteria  are  both  defined  and 
reptesemed  by  objecfives  m  Table  7.  Employing  this  set  of  definitions  then  assures  mutual  exclusivity  and 
since  the  definitional  elements  of  the  infonnation  realm  (the  mfonnation,  mformation  systems  and 
mformatioo-based  pmcesses)  span  the  infonnation  realm,  this  set  is  also  collectively  exhausti«  A 
hierarchy  for  this  proposed  model  is  shown  m  Figure  34.  In  this  model,  Infonuaticn-based  processes  are 


■he'^ULT^ wl te'tte™ »" Ik' fhml  This teUs 
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value  ate  missing  or  alleied,  an  incorrect  action  will  likely  follow  te  response.  ” 
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represented  as  dominant  battlespace  awareness.  This  is  justified  by  applying  the  definition  of  DBA  from 
Figure  31,  and  the  previous  discussion  of  DBA.  This  definition  relies  on  data  (information)  fusion  to 
proAude  assessments  of  fiiendly  and  enemy  operations.  Supporting  DBA  are  the  elements  termed  mapping 
of  the  battlespace  and  intelligence  preparation  of  the  battlespace.  All  of  these  require  data  fusion  to 
support  the  decisionmaking  processes.  By  definition,  then,  these  are  all  information-based  processes  that 
impact  military  decisionmaking.  All  elements  of  our  current  information-based  processes,  fi’om  intelligence 
to  alert  rate  reporting  and  maintenance  logs,  improve  our  DBA,  making  DBA  collectively  exhaustive  of  all 
information-based  processes  that  are  employed  in  the  military  decisionmaking  processes. 


To  Dominate  the  Ihifoimation  l^aibn 


jtnti^genoe  Pi:e|ia)raUon! 
V  of  the  Battlespace 


Dominant  Battlespace 
Awareness  ' 

Mapping  tihM  Virti^ 


r  Dominate  Information 
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Dominate  Information 
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Figure  34:  Proposed  Value  Hierarchy 


Table  7:  Classification  and  Testing  Criteria 


Classification  and  Testing 

Classifying,  Definitions 

Objectives 

Information  -  Data  and  semantic 
meaning. 

To  Dominate  Information  -  To  make  information  useless  to  the 
adversary  while  protecting  our  own  information  from  attack. 

Information  Systems  -  Conveyance, 
storage,  or  processing  that  does  not 
add  value  to  the  information  used  by 
decisionmakers. 

Dominate  Information  Systems  -  To  deny,  degrade,  or  alter  the 
adversary’s  means  of  data  conveyance,  storage  or  non-value  added 
processing  while  protecting  our  own  from  attack. 

Information  Based  Processes  -  Any 
process  that  adds  value  to 
information. 

Dominant  Battlespace  Awareness  -  To  dominate  the  adversary’s 
value-adding  processes  thereby  preventing  hostile  forces  from  gaining 
a  dominant  battlespace  awareness  while  establishing  and  protecting 
our  own  dominant  battlespace  awareness. 

50 


VIII*3.  Supporting  the  Fundsjncntdl  Objectives 

nie  means  objectives  for  each  of  these  three  elements  will  serve  to  define  each  element;  narrowing  the 
scope,  and  leading  to  action  items  that  can  be  quantified.  Getting  to  this  point  will  require  the  input  from  a 
cross-section  of  decisionmakers  with  the  knowledge  and  experience  required  to  accurately  depict  the 
collective  values  of  the  US  military.  Papers  and  interviews  will  aiable  the  develqjment  of  indqiendent 
attributes  that  can  be  used  to  measure  the  merit  of  current  and  fiiture  systems  that  are  intended  to  be 
employed  in  information  operaticms. 

The  value  in  conductmg  this  type  of  analysis  stems  from  the  broad  value-based  develqimOTt  of  the 
objectives.  This  form  of  analysis  asks  “what  is  needed,”  not  “what  can  we  do  with  what  is  handed  us.” 
More  specificaUy,  by  building  the  requirements  from  the  values  of  the  leadership,  the  resulting  doctrine  is 
prescriptive  in  nature,  and  capable  of  presenting  decision  opportunities  and  not  simply  decision 
alternatives.  Past  doctnnes  have  relied  on  vague,  unquantifiable  objecUves  to  aUow  for  prescriptive  action. 
A  properly  constructed  value-focused  model  can  provide  quantifiable  objectives  that  permit  direct  merit 
(value)  assessments,  and  serve  to  create  superior  alternatives.  From  this  model,  then,  will  come  the 
measures  of  merit.  More  importantly,  since  this  model  is  prescriptive  in  nature  MOMs  can  be  derived  for 
entire  classes  or  sub-classes  of  systems  that  may  not  exist,  thereby,  permitting  value  judgmaits  of  new 
technologies  and  unrealized  alternatives.  This,  then  aUows  value-based  assessments  of  opportunities  for 
development  that  are  evaluated  on  a  common  scale  with  existing  systems.  FinaUy,  “holes”  on  our  10  suite 

of  systems  can  not  only  be  identified  based  on  the  values  held  for  10,  but  also  the  value  of  filling  these 
‘Tioles”  can  be  assessed. 

For  value-focused  thinking,  the  only  meaningful  way  of  completing  this  process  is  to  include 
decisionmakers  and  experts  at  vanous  levels  with  various  backgrounds  to  validate  and  dispute  the 
proposed  model,  offer  new  models,  weight  and  score  the  objectives  and  attributes,  and  continuaUy  refine  the 
product.  In  this  process  it  is  expected  that  new,  innovative,  means  and  methods  will  arise;  drasticaUy 

improving  the  product.  To  this  end,  continued  efforts  are  needed,  decisionmaker  and  expert  support  is 
needed. 
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X. 


GLOSSARY 


Command  and  Co^rol  -  TTie  exercise  of  authority  and  direction  by  a  properly  designated  commander 
over  assigned  and  attach^  forces  in  the  accomplishment  of  the  mission.  Command  and  control 
Wions  are  perfomed  throu^  an  arrangement  of  personnel,  equipment,  communications 
fecilities,  and  procedures  employed  by  a  commander  in  planning,  directing,  coordinating  and 

l-02HJo^^Pi5r3^t  accomplishment  of  the  mission.  Also  called  C2.  (Joint  Pub 

Command  and  Control  Warfare  -  The  integrated  use  of  operations  security,  military  deception 

psy  o  ogica  ^erations,  electronic  warfare,  and  physical  destruction,  mutually  supported  by 

mformati^  to,  influence,  degrade,  or  destroy  adversary  commTd  and  oJIitrol 
wpabilrties,  v^rle  protecting  friendly  command  and  control  capabilities  against  such  actions 
Cor^d  Md  control  warfere  applies  across  the  range  of  military  operations  and  all  levels  of 
cj^fhct^  Also  ca^^ed  C2W^  C2W  is  both  offensive  and  defensiveTc2-attack.  P^^ff^trve 

Idvl!t^  information  to,  influencing,  degrading,  or  destroying  the 

adversary  C2  s^ni.  b.  C2-protect.  Maintam  effective  command  and  control  of  own  forces  by 
^mmg  to  friendly  adva^ge  or  negating  adversary  efforts  to  deny  information  to  influence 
degrade,  or  destroy  the  friendly  C2  system  (Joint  Pub  1  -02)  [Joint  Pub  3- 1 3 ;  GL-6] 

considers  an  the  circum^ces  affecting  the  military  situation  and  arrives  at  a  decision  as  to  a 
course  of  action  to  be  taken  to  acconplish  the  mission.  A  commander’s  estimate  which  considers  a 

mi  itary  situation  so  for  in  the  future  as  to  require  major  assumptions  is  called  a  commander’s 
long-range  estimate  [Joint  Pub  3-13.1:  GL-5].  commanaer  s 

Communications  ^curity  (COMSEC)  -  TTie  protection  resulting  from  aU  measures  designed  to  deny 
unai^onzed  persons  information  of  value  which  might  be  derived  from  the  possession  and  s^dy 
of  telecommunicatiOTs.  or  to  mislead  unauthorized  persons  in  their  interpretation  of  the  results  of 
such  possession  and  study.  Also  called  COMSEC.  Communications  security  includes 
cryp^ecu^,  ^snussion  security,  emission  security,  and  physical  security  of  communications 

'n^ptosecurity-the  component  of  wmmunica^^^ 

security  that  results  from  Ae  provision  of  technically  sound  cryptosystems  and  their  proper  use  b 
transimssion  security— the  component  of  communications  security  that  results  from  aU^measures 
desired  to  protect  tr^smissions  from  interception  and  exploitation  by  means  other  than 

XtsuSS'takVtodrv"  of  communications  security  that  results  form 

aU  measures  taken  to  deny  unauthonzed  persons  information  of  value  that  might  be  derived  from 

intercept  and  analysis  of  compromismg  emanations  from  crypto-equipment  and 

Aat  resu^  from  all  physical  measures  necessary  to  safeguard  classified  equipment,  material  ^d 
[:S'Sf3^TG^7]'  observation  thereof  by  unauthorized  perscSs.^int  Pub  l’-02) 

Computer  Ne^ork  Attack  -  Operations  to  disrupt,  deny,  degrade,  or  destroy  information  resident  in 

[Jo^ ‘pj.b  “  3*^(ZT  computers  and  networks  themselves.  Also  called  CNA 
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Dominant  Battlespace  Awareness  -  Improvements  in  informaticm  and  systems  integraticsi  tedinologies 

will  also  significantly  impact  future  military  operations  by  providing  decisionmakers  with  accurate 
information  in  a  timely  manner.  Information  technology  will  improve  the  ability  to  see,  prioritize, 
assign,  and  assess  information.  The  fusion  of  all-source  intelligence  with  the  fluid  integration  of 
sensors,  platforms,  command  organizations,  and  logistics  support  centers  will  allow  a  greater 
number  of  operational  tasks  to  be  accomplished  faster.  Advances  in  computer  processing,  precise 
global  positioning,  and  telecommunications  will  provide  the  capability  to  determine  accurate 
locations  of  friendly  and  aiemy  forces,  as  well  as  to  collect,  process,  and  distribute  relevant  data  to 
thousands  of  locatiwis.  Forces  harnessing  the  capabilities  potaitially  available  from  this  system  of 
systems  will  gain  dominant  battlespace  awareness,  an  interactive  “picture”  whidi  will  yield  mudi 
more  accurate  assessmaits  of  friendly  and  aiemy  c^erations  within  the  area  of  interest.  Althou^ 
this  will  not  eliminate  the  fog  of  war,  dominant  battlespace  awareness  will  in^rove  situational 
awareness,  decrease  response  time,  and  make  the  battlespace  considerably  more  transparent  to 
those  who  achieve  it  [A^  2010:13]. 

Electronic  Warfare  (EW)  -  Any  military  action  involving  the  use  of  electromagnetic  and  directed  aiergy 
to  control  the  electromagnetic  spectrum  or  to  attack  the  enemy.  Also  Called  EW.  The  three  major 
subdivisions  within  electronic  warfare  are:  electronic  attack,  electronic  protection,  and  electronic 
warfare  support,  a.  electronic  attack.  That  division  of  electronic  warfere  involved  in  the  use  of 
electromagnrtic,  directed  energy,  or  antiradiation  weapons  to  attack  persamel,  fecilities,  or 
equipment  with  fte  intent  of  degrading,  neutralizing,  or  destroying  enemy  combat  capability.  Also 
called  EA.  EA  includes:  1)  actions  takm  to  prevail  an  aiemy”  effective  use  of  the  electromagnetic 
spectnun,  such  as  jamming  and  electromagnetic  dec^ticai,  and  2)  employment  of  weapons  that  use 
either  electromagnetic  or  directed  energy  as  their  primary  destructive  mechanism  (lasers,  radio 
frequency  weapons,  particle  beams),  b.  electronic  protection.  That  division  of  electronic 
warfare  involving  actions  takai  to  protect  persamel,  facilities,  and  equipment  from  and  effects  of 
friendly  or  aiemy  employment  of  electronic  warfare  that  degrade,  neutralize,  or  destroy  friendly 
combat  capability.  Also  called  EP.  c.  electronic  warfare  support.  That  division  of  electronic 
warfere  involving  actions  tasked  by,  or  under  direct  control  of,  an  operaticaial  commander  to 
search  for,  intercut,  idaitify,  and  locate  sources  of  intaitionai  and  unintentional  radiated 
electromagnetic  energy  for  the  purpose  of  immediate  threat  recognition.  Thus,  electronic  warfere 
support  provides  information  required  for  immediate  decisions  involving  electronic  warfere 
Iterations  and  other  tactical  actiwis  such  as  threat  avoidance,  targeting,  and  bombing.  Also  called 
ES.  Electrcmic  warfere  support  data  can  be  used  to  produce  signals  intelligence,  both 
communications  intelligence,  and  electraiic  intelligence  (Joint  Pub  1-02)  [Joint  Pub  3-13:  GL  10]. 

Information  -  1.  Data  and  the  associated  semantic  meaning  required  to  convey  information;  a  paraUel 

definition  to  that  of  a  scalar  in  relational  database  theory— the  smallest  “atomic”  uiiit  of  semantic 
data;  not  decomposable  without  loss  of  meaning  [Date:  81].  2.  Facts,  data,  or  instructions  in  any 
medium  or  form.  Also,  the  meaning  that  a  human  assigns  to  data  by  means  of  the  known 
conventions  used  in  their  representation  [Joint  Pub  3-13.  GL-10].  3.  Facts,  data,  or  instructions  in 

any  medium  or  form  [Joint  Pub  3-1 3 . 1 :  GL-8] .  4.  Data  and  the  instructions  required  to  give  that 
data  meaning  [Abraham:  6]. 

Information  Assurance(IA)  -  Information  operations  that  protect  and  defend  information  and  information 
systems  by  ensuring  their  availabUity,  integrity,  authentication,  confidentiality,  and  nonrepudiation. 
This  mcludes  providing  for  restoratic«  of  information  systems  by  incorporating  protection, 
detection,  and  reaction  capabilities.  Also  called  lA  [Joint  Pub  3-13;  GL-10]. 
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Information  Operations  GO)  -  Actions  taken  to  affect  adversary  information  and  information  systems 

while  defending  one  s  own  information  and  information  systems.  Also  called  10  [Joint  Pub  3-13: 
GL-11]. 

Information  Realm  (also  Information  Environment)  - 1  Information  is  a  realm,  just  as  air  space  land 
and  sea  are  realms  for  which  militaries  stnve  to  dominate.  The  mformation  realm  is  that  re^on  m 
which  mformation  is  collected,  processed  stored,  and  transmitted,  has  its  own  characterisUcs  of 
motion,  mass,  topography,  and  effect.  The  information  realm  is  composed  of  three  elements: 
mformation,  information  systems,  and  information  functions  [Abraham;  6],  2.  (Information 
Environment)  The  ag^egate  of  individuals,  organizaticms,  or  systems  that  collect,  process,  or 
disseminate  information;  also  included  is  the  information  itself  [Joint  Pub  3-13:  GL-IO]. 

Information  Superiority  - 1-  The  capability  to  collect,  process,  and  disseminate  an  uninterrupted  flow  of 
mformation  while  exploiting  or  denying  an  adversary’s  ability  to  do  the  same  [Joint  Pub  3-13:  GL- 
1 1]  Md  [JV  2010;  16],  2.  That  degree  of  dominance  in  the  information  domain  which  permits  the 
ccmduct  of  operations  without  effective  exposition  [Joint  Pub  3-13,1  GL-8]. 

Information  System  - 1.  Elements  of  the  information  realm  that  cemvey,  store,  or  process  information 
without  addmg  value  to  the  decisionmaking  processes  other  than  to  move  the  information  to  the 
d^isicmmaking  location.  2.  The  entire  infrastructure,  organization,  persomel,  and  conyoients 
that  collect,  process,  store,  transmit,  display,  disseminate,  and  act  cm  information  [Joint  Publication 
3-13:  GL-1 1].  3.  The  organized  collection,  processmg,  transmission,  and  dissemination  of 
infoTOiaticm,  m  accordance  writh  defined  procedures,  whether  automated  or  manual.  In  information 
warfare,  this  mcludes  the  aitire  infrastructure,  organization,  personnel,  and  conxonoits  that 
collect,  process,  store,  transmit,  display,  disseminate,  and  act  on  information  [Joint  Pub  3-13.1: 

GL-8]  4.  Any  physical  component  used  to  acquire,  transmit,  store,  or  transform  information 
[Abraham;  6], 

€ 

Information  Warfare  -  1.  hiformation  cxerations  conducted  during  time  of  crisis  or  conflict  to  achieve  or 
promote  specific  objectives  over  a  specific  adversary  or  adversaries  [Joint  Pub  3-13;  GL-1 1],  2. 
Actiems  tak«i  to  achieve  information  superiority  by  affecting  adversary  information,  informaticn- 
based  processes,  information  systems  and  computer-based  networks  while  defending  one’s  own 
information,  mformatiem-based  processes,  information  systems,  and  computer-based  networks 
[Joint  Pub  3-13.1:  GL-9]. 

Information-Based  Processes  (also  Information  Functions)  -  1.  Any  process  fliat  adds  value  to 

infomation  with  reject  to  decisiemmaking  processes.  2.  (Information  Function)  The  activities 
involved  in  the  acquisition,  transmission,  storage,  or  transformation  of  information.  Within  the 
military,  these  include  surveillance,  communicatiems,  weather  analysis,  and  others  [Abraham:  61. 

3.  (Information  Function)  Any  activity  mvolving  the  acquisition,  transmission  storage  or 
transformation  of  information  [Widnall:  3],  >  e  > 

IntelUgence  Preparation  of  the  Battlespace  -  1.  An  analytical  methodology  employed  to  reduce 
uncertainties  concerning  the  enemy,  environment,  and  terrain  for  all  types  of  operations, 
h^lligence  prqjaration  of  the  battlespace  builds  an  exteisive  data  base  for  eadi  potential  area  in 
which  a  ^  may  be  required  to  operate.  The  data  base  is  then  analyzed  in  detail  to  determine  the 
mpact  of  enemy,  environment,  and  terrain  on  operations  and  presents  it  m  graphic  form. 
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02HJo^t^^bTTr'GL°f*^  battlespace  is  a  continuing  process.  Also  called  IPB  (Joint  Pub  1* 


Mapping  the  Battlespace  -  ReaUime  awareness  of  the  location,  status,  and  intentions  of  the  adversary 
established  by  penetrating  his  virtual  landscape  to  include  communication  networks,  nodes  ’ 
computer  technology,  and  cognitive  interacticm  [Abraham:  11], 


Military  Deception  -  Actions  executed  to  deliberately  mislead  adversary  military  decisionmakers  as  to 
frieniay  military  capabilities,  intentions,  and  operations,  thereby  causing  the  adversary  to  take 
jec^c  actions  (or  inactions)  that  will  contribute  to  the  accomplishment  of  the  friendly  mission. 
The  five  categones  of  rmlitary  deception  are:  a.  strategic  military  deception— Military  deception 
pl^ed  and  executed  by  and  m  support  of  senior  military  commanders  to  result  in  adversary 
military  policies  and  actions  that  support  the  originator's  strategic  militaiy  objectives  policies  and 
operations,  b.  operational  mUitary  deception-Military  deception  planned  and  executed  by  iid  in 
support  of  operational-level  commanders  to  result  in  adversary  actions  that  are  favorable  to  the 
ongmator  s  objectives  and  operations.  Operational  military  deception  is  planned  and  conducted  in  a 
tteater  of  war  to  support  campaigns  and  major  operations,  c.  tactical  mUitary  deception— 
IVhlitary  deception  planned  and  executed  by  and  in  support  of  tactical  commanders  to  result  in 
adversary  acticms  that  are  fevorable  to  the  originator's  objectives  and  operations.  Tactical  military 
deception  is  planned  and  conducted  to  support  battles  and  engagements,  d.  Service  military 
deception-Military  decq}tion  planned  and  executed  by  the  Services  that  pertain  to  Service 
support  to  jo^  operations.  Service  military  deception  is  designed  to  protect  and  enhance  the 

deception  in  support  of  operafions 

security  (OPSEQ— Military  deception  planned  and  executed  by  and  in  support  of  aU  levels  of 
command  to  support  the  preventicm  of  the  inadvertoit  compromise  of  sensitive  or  classified 
actives,  capabilmes,  or  intentions.  Deceptive  OPSEC  measures  are  designed  to  distract  foreign 

niilitary  (derations  and  activities  (Joint  Pub  1-02) 


Operations  Security  -  A  process  of  identifying  critical  information  and  subsequently  analyzing  friendly 
a^ons  ^end^  to  military  operations  and  other  activities  to.  a.  Identify  those  actions  that  can  be 
observed  by  adversary  intelligence  systems,  b.  Determine  indicators  hostile  intelUgeoce  systems 
mi^t  obtam  that  could  be  interpreted  or  pieced  together  to  derive  critical  information  in  time  to  be 
usefol  to  adversaries,  c.  Select  and  execute  measures  that  eliminate  or  reduce  to  an  acceptable 

W2uS  plb  OPSEC  (Jotat 


Physical  Destruction  -  Physical  Destruction,  as  an  element  of  C2W  refers  to  the  use  of  “hard  kill” 

wwpons  against  designated  targets  as  an  element  of  an  integrated  C2W  effort.  Although  the  word 
destraction  is  used  in  the  term,  “hard  kiU”  weapons  may  be  used  in  C2W  for  a  purpose  other 
than  foe  actual  de^i^on  of  a  specific  target.  Firepower  demonstrations  or  selective  degradation 
of  wrtam  parts  of  a  C2-related  target  through  weapons  effects  are  examples  of  foe  use  oPliard 
kill  w^pons  for  a  purple  other  than  actual  destruction  that  might  be  part  of  an  integrated  C2W 
plan.  Normally,  physical  destiucUon  would  target  identified  C2  nodes.  However  physical 
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Psychological  Operations  -  Planned  operations  to  convey  selected  information  and  indicators  to  foreign 
audiences  to  influence  their  emotions,  motives,  objective  reasoning,  and  ultimately  the  behavior 
of  foreign  governments,  organizations,  groups,  and  individuals.  The  purpose  of  psychological 
operations  is  to  induce  or  reinforce  foreign  attitudes  and  behavior  favorable  to  the  originator's 
objectives.  Also  called  PSYOP  (Joint  Pub  1-02)  [Joint  Pub  3-13:  GL-14]. 
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